18.2 angr

angr & — ARSI R AT G . R SR ST S AT RE IR
L PPERS N RE ST AL T LAFHY CTF st KA AL , i A — 2228 4bl DARPA Cyber Grand
Challenge i) A Z{LIRIRIZH I EFIFI RIS 5e 38, HHERLBIEM S

angr i —MEERHIFLIX A RIRA#HA AL, M angr 8 JHiG, E&4m
RS2 T Python 3, ASEE ) N A HLKE 25T X — iAo

18.2.1 23

7 Ubuntu 16.04 L, 1R Joms B 2eds — Bofi i -

$ sudo apt install python3-dev libffi-dev build-essential virtualenvwrapper

FHMT— L8 angr BRI (140 z3) M JsianE b fork sk, WARIRELZ3d 23,7
2 AR angr MRBVE S B RCE T % X BRI 2N AU BASE P 2% angr:

$ mkvirtualenv —-python=$(which python3) angr
$ pip install angr

WSR2 R, AR 2R W1 LAHE IR T AR WP A angr BB 7 & AR U253 , EA T A angr
PR 2 A A

claripy: #F5REHHAMSR
archinfo: FFHiREMMAEREH
pyvex: VEX IR Python @3
cle: —EflsCA-m#ges

angr: Ff)F

u A W N R

90 ThT XA -

git clone https://github.com/angr/claripy && cd claripy
sudo pip install -r requirements.txt
sudo python setup.py build

H A A S

sudo python setup.py install

e, angr B PR T —ANET QT ) GUI, AR ZEMEE 1 DLBIE SR &F angr
Management F{4H < N 2 -



18.2.2 {REAIT]

i/l angr 25— p R —A TR, JLFrA R Z B S0 A TREITN . £
#rp s auto_load _libs B0 False, AT LLSC PR AR RN, FESE B b B Tl i
AT AR AT BRI BE L BRI AT BE 2 RS ST A BE AR -

>>> import angr
>>> proj = angr.Project('/bin/true')
>>> p = angr.Project('/bin/true', auto_load_libs=False)

XA TR, BT DA B Z BE SRR AR E R, -

>>> proj.filename # A
'/bin/true'
>>> proj.arch # —/~archinfo.Arch x}%

<Arch AMD64 (LE)>
>>> hex(proj.entry) # NOA
'0x4013d0o’

angr i) CLE A3 FH K5 — i) STAF AR B K HLAR AT 6 22 J3E WS 1) kD itk o

>>> proj.loader
<Loaded true, maps [0x400000:0x5008000]>

POMBAI AN R AT IR, RRBEATE T D ER BT —EHRE R

>>> for obj in proj.loader.all_objects: # A XSS
print(obj)

<ELF Object true, maps [0x400000:0x6063bf]1>

<ELF Object 1libc-2.23.so, maps [0x1000000:0x13c999f]>

<ELF Object 1d-2.23.so0, maps [0x2000000:0x2227167]>
<ELFTLSObject Object cle##tls, maps [0x3000000:0x3015010]>
<ExternObject Object cle##externs, maps [0x4000000:0x4008000]>
<KernelObject Object cle##kernel, maps [0x5000000:0x5008000]>
>>> obj = proj.loader.main_object # ERF

>>> 0bj

<ELF Object true, maps [0x400000:0x6063bf]1>

>>> hex(obj.entry)

'0x4013d0"'

>>> hex(obj.min_addr), hex(obj.max_addr) # AT IAHHE LG TR hE
('0x400000', '0x6063bf')




project.factory $2 it 7 JLAN 75 {5 A A4 1 PR R T X6 — ikl ST 3647 404, 5140 block()
PRELTT LIS SE Mt b — AN A (basic block) , 83 i %4 2554 % Block:

>>> block = proj.factory.block(proj.entry) # MR SL TG —4 basic block
>>> block

<Block for 0x4013d@, 41 bytes>

>>> block.pp() # §TEN
0x4013d0: xor ebp, ebp

0x4013d2: mov r9, rdx

0x4013d5: pop rsi

0x4013d6: mov rdx, rsp

0x4013d9: and rsp, oxfffffffffffffffo

0x4013dd: push rax

0x4013de: push rsp

0x4013df: mov r8, 0x403fco

0x4013e6: mov rcx, 0x403f50

0x4013ed: mov rdi, 0x401330

0x4013f4: call 0x401180

>>> block.instructions # S HE
11
>>> block.instruction_addrs # 54k

[4199376, 4199378, 4199381, 4199382, 4199385, 4199389, 4199390, 4199391, 4199398,
4199405, 4199412]

2 5 Block JS7H phy o R e e il LA R R 0 B -

>>> block.capstone
<CapstoneBlock for 0x4013d0>
>>> block.capstone.pp()

>>> block.vex
IRSB <0x29 bytes, 11 ins., <Arch AMD64 (LE)>> at 0x4013d0
>>> block.vex.pp()

FIXERNCEA G T T FURN RISk, ¥ R ik sh”
AR, X BT SRS AT, KPR RS E R 5 Rk B RRER A
BEFE PR ZS ) SimState X4 -

>>> state = proj.factory.entry_state() # MO EEE state
>>> state
<SimState @ 0x4013d0>

B REE T RPN T GAL N TR AP0 ST RGEER % S5 L AT N 3h 25
PEHECSE . 20T X L



>>> state.regs

# TG

<angr.state_plugins.view.SimRegNameView object at @x7f7afd82ab38>

>>> state.regs.rip

<BV64 0x4013d0>

>>> state.regs.rsp

<BV64 ox7fffffffffeff88>
>>> state.regs.rsp.length
64

>>> state.regs.rdi

# BV64 X4

# BV X% #EA length Bk

WARNING | angr.state_plugins.symbolic_memory | Register rdi has an unspecified

value; Generating an unconstrained value of 8 bytes.

<BV64 reg_rdi_0_64{UNINITIALIZED}>

>>> state.mem[proj.entryl.int.resolved # ¥ A O ERNGEFER N CIEESH int 288

<BV32 0x8949ed31>

XHA BV, B bitvectors, B DIHf#A—ANELEES . 7E angr A T %R CPU %(# .
FANIT LB R rdi 7EIX A R, ER—ME AR, AR T — N HAEREE. angr
STERAVEE FH — A R N 17 B T A7 i) & 45 .

T 7~ bitvectors i BRI S 2EIE AL,

LI} bitvectors 5 Python ] int 28%4 2 Ja] i)

LR, TFEERNZ bitvectors W LB state.mem 5 [0 B4 A 17as AN 77
B4R NH 2 Python int, NINZ{E S 8% B 3l bitvectors:

>>> one = state.solver.BVV(1, 64)

>>> one_hundred = state.solver.BVV(100, 64)

>>> one_hundred + one

<BV64 0x65>

>>> one_hundred + one + 0x100
<BV64 0x165>

>>> state.solver.BVV(-1, 64)

<BV64 OxXffffffffffffffff>

>>> five = state.solver.BVV(5, 27)

>>> five

<BV27 0x5>

>>> one + five.zero_extend(64 - 27)
<BV64 0x6>

>>> one + five.sign_extend(64 - 27)
<BV64 0x6>

>>> bv = state.solver.BVV(0x1234, 64)
>>> by

<BV64 0x1234>

>>> hex(state.solver.eval(bv))

# (LB R I AT DA BB A

# BN AT T2

# (LB R N AT

# HEAFTY R

# QIE{E 0x1234 1) BV32 X%

# % BV64 X% 4k Python int




'0x1234"

>>> state.regs.rsi = state.solver.BVV(3, 64)

>>> state.regs.rsi

<BV64 0x3>

>>> state.mem[0x1000].long = 4 # 7edidl 0x1000 17— long 2BXHEH{E
>>> state.mem[0x1000]. long.resolved # .resolved #KHt bitvectors

<BV64 0x4>

>>> state.mem[0x1000].long.concrete # .concrete 3% Python int

4

HifE T state fEf—> SimState MR ER TP — DT R ERPRES, DIAHAE
PR ASELIE , FRATRAT LIRS, PEREERR PRI T, FRRASHREE BT AL 1 mi A 2%
ko angr i — AN T IX SRS G — B HHEOR , X 2 L E HLES (simulation manager) .

B, EAN—AE—4l state BP ] simulation manager:

>>> simgr = proj.factory.simulation_manager(state)

>>> simgr

<SimulationManager with 1 active> # active 2—/ B\ stash
>>> simgr.active # M4AiEY active state
[<SimState @ 0x4013d0>]

>>> simgr.step() # BT —4 basic block
<SimulationManager with 1 active>

>>> simgr.active # My active state gE T
[<SimState @ 0x401180>]

>>> simgr.active[0].regs.rip # active[0] /R4 HiW active state
<BV64 0x401180>

>>> state.regs.rip # {HJRI5H) state AR
<BV64 0x4013d0>

>>> simgr.run() # HUTRFE PSR

<SimulationManager with 1 deadended>
>>> simgr.deadended # Y47iHY deadended state
[<SimState @ 0x10001c8>]

¥£ simulation manager 91, ix £t state 29 70 25 77-4i% . X Lo 2t AT i Y stash.active
YEA BRI stash, & 7E€#E simulation manager Bf B 381 @ HF 40401k, Bribz o, i&F
deadended. pruned % H Al stash, T HCEA A state, SR LIE L H W)
stash.,

BJ5 . angr $2fit T KRB RECT R TRF 8T, XK E LFE Project.analyses
o, LR T LA B AP SCRY, X BLIRAT2E— AN Ak CFG i)

>>> cfg = p.analyses.CFGFast() # 53] control-flow graph
>>> cfg
<CFGFast Analysis Result at 0x7fffee9bc630>




>>> cfg.graph # A A
<networkx.classes.digraph.DiGraph object at @x7fffee9bc9bo>

>>> len(cfg.graph.nodes()) # A BT R
554
>>> entry_node = cfg.get_any_node(p.entry) # 153048 EHIMEAL )T S

>>> entry_node

<CFGNode 0x4013d0[41]>

>>> len(list(cfg.graph.successors(entry_node)))  # J54k35 5%
1

>>> import networkx as nx # MR IREEE WA E CFG
>>> import matplotlib

>>> matplotlib.use('Agg"')

>>> import matplotlib.pyplot as plt

>>> nx.draw(cfg.graph)

>>> plt.savefig('temp.png')

18.2.3 #HINUHFINEHiAS

angr & EERHBIY 5 TORIRA TR 4 Bk B B X Sl i, Ho BT —3E i
MIBLHFR A CLE. 322874 cle.loader.Loader, ‘BT AKX RIS H— AN
Hidh% . 2K cle.backends 2Nk a5, ARIE =3 & S0 28 51 X 4 4 cle.backends.elf.
cle.backends.pe. cle.backends.macho ;.

BTN PR 1 — L H 24

auto_load_libs: &5 F Bl A 0 G U BT it 3 P
except_missing_libs: 444 5 A 5 A B E) Il H 5
force_load_libs: il s F45 @, A8 HRE B BRI
skip_libs: hN#S| L4 € S E, B P AR

Id_path: ® DIE| 5| %45 € R E R = g

R A BN FEA O SO R S 2244, v LA AT main_ops Fi1 lib_opts DL HiLfy
BRI ESE . —LEHNSEW T :

backend: {#i iRy es/aus, w: "elf"'. "pe". "mach-o". "blob"Z:;
arch: f#i i archinfo.Arch %f4: ;

base_addr: 7% X} G A HHEME
entry_point: $§&EX G AN L 5o

BT

>>>proj =angr.Project('/bin/true', auto_load_libs=True, main_opts={"'backend":
'elf', 'arch': 'i386'}, lib_opts={'libc.so0.6': {'backend': 'elf'}})

WS BRI LRI R, WA R BRI RAE R, T2 — L5 r API:

>>> obj = proj.loader.main_object # EXG A
>>> proj.loader.shared_objects # XGRS




>>> proj.loader.extern_object # AR SR
>>> proj.loader.all_elf_objects # il elf xigosof
>>> proj.loader.kernel_object # PSR

>>> proj.loader.shared_objects['libc.s0.6"']
<ELF Object libc-2.23.s0, maps [0x1000000:0x11b5alb]l>

>>> proj.loader.find_object('libc-2.23.s0") # @ BT ERT R S
<ELF Object libc-2.23.s0, maps [0x1000000:0x11b5alb]l>
>>> proj.loader.find_object_containing(0x1000000) # 38 Mk A o e

<ELF Object libc-2.23.so0, maps [0x1000000:0x11b5alb]>

>>> for seg in obj.segments: # segments
print(seg)

<ELFSegment vaddr=0x400000, flags=0x5, memsize=0x5a24, filesize=0x5a24,
offset=0x0>
<ELFSegment vaddr=0x605e10, flags=0x6, memsize=0x5b@, filesize=0x404,
offset=0x5e10>
>>> for sec in obj.sections: # sections

print(sec)

<Unnamed | offset 0x@0, vaddr 0x0, size 0x0>

<.interp | offset 0x238, vaddr 0x400238, size @x1lc>
<.note.ABI-tag | offset 0x254, vaddr 0x400254, size 0x20>
<.note.gnu.build-id | offset 0x274, vaddr 0x400274, size 0x24>

>>> proj.loader.find_object_containing(0x400000) # t 445 EMblA object
<ELF Object true, maps [0x400000:0x6063bf]>

>>> free = proj.loader.find_symbol('free"') # RIEA FeihlrE project ik
HAFT

>>> free

<Symbol "free" in libc.so.6 at 0x1071470>

>>> free.name # 54

'free'

>>> free.owner # FrlE X et

<ELF Object libc-2.23.so0, maps [0x1000000:0x11b5alb]>

>>> hex(free.rebased_addr) # 4 JRHuhk 2 1) A kb
'0x1071470"

>>> hex(free.linked_addr) # AN T AL LR A Bk
'0x71470'

>>> hex(free.relative_addr) # AT RGeS ki
'0x71470'

>>> free.is_export # BENSHAS




True

>>> free.is_import # RERAINGTE
False
>>> obj.find_segment_containing(obj.entry) # 515 E MR segment

<ELFSegment vaddr=0x400000, flags=0x5, memsize=0x5a24, filesize=0x5a24,
offset=0x0>

>>> obj.find_section_containing(obj.entry) # e EMible section
<.text | offset 0x1330, vaddr 0x401330, size 0x2cc9>
>>> main_free = obj.get_symbol('free') # HIR4Z T object hERSGS

>>> main_free

<Symbol "free" in true (import)>

>>> main_free.resolvedby # IR KT R SRR T
<Symbol "free" in libc.so.6 at 0x1071470>

>>> hex(obj.linked_base) # TgERR R SEhE
'0x400000'

>>> hex(obj.mapped_base) # BRI b
'0x400000'

>>> obj.relocs # EEMFSEE
>>> for imp in obj.imports: # SAFFS

print(imp, obj.imports[imp])

abort <cle.backends.elf.relocation.i386.R_386_JMP_SLOT object at
ox7fffe52372e8>

fflush <cle.backends.elf.relocation.i386.R_386_JMP_SLOT object at
ox7fffe5244cco>

mbsinit <cle.backends.elf.relocation.i386.R_386_JMP_SLOT object at
ox7fffe51d15c0>

>>> obj.imports['free'].symbol # NEE N E BRSNS

<Symbol "free" in true (import)>
>>> obj.imports['free'].owner # NEE )5 BB TR0 4

<ELF Object true, maps [0x400000:0x6063bf]>

X—TEE, RATKRE angr B—NEHA N DIEE — —hooking, TEXZHI, HYk
HNEH 44 SimProcedures. [FUARFRATEQ]E TREAII 54 angr.Project 4 N T —/2&
45 auto_load_libs=False, FRAMIBARTFHMEE, IBA2Y angr FTE TR P E S| T
FARIANEREREL . WS BHGR Il — N A Z AR FF 5 (ReturnUnconstrained) {1 ki
PRECHR BB . {HaN 1% N T auto_load_libs=True, Il angr £ X} AMRERELHEIT 04T, T
B 1k LG R AN R BT BE SR BR AR AR, N TR ERLER. 12N, angr k&
FRH T R4S 0 T I hicAs, B SimProcedures, TERRFF 434 A AR E AT A BR AT 2

(Function Summaries) .



hooking it i — ek A1 R R AU R e B LA o angr TERSIIBAT B — 5454
Z RS SEA % HIE A2 7B hook, AR ik 4% B4 @ YRS L AT . {81 FR) R A2
proj.hook(addr, hook)#il proj.hook_symbol(name, hook), HrH£%f hook &—4~
SimProcedure 2L :

>>> stub_func = angr.SIM_PROCEDURES['stubs']['ReturnUnconstrained'] # {53
4~ SimProcedure [k

>>> stub_func

<class 'angr.procedures.stubs.ReturnUnconstrained.ReturnUnconstrained'>

>>> proj.hook(0x10000, stub_func()) # A FHZ B — AL % bk 24T hook
>>> proj.is_hooked(0x10000) # FHhERAH hook

True

>>> proj.hooked_by(0x10000) # JEHihkAg hook fRF5
<SimProcedure ReturnUnconstrained>

>>> proj.unhook(0x10000) # HUH hook

>>> proj.hook_symbol('free', stub_func()) # %4554 hook

17241200

>>> proj.is_symbol_hooked('free') # H4rE-R A hook
True

>>> proj.unhook_symbol('free"') # HUH hook

MR, RN E R SimProcedure MR . AR L4 E H CL A hook pRi% :

>>> def myhook(state): # & X hook F#L
state.regs.rax =1

>>> proj.hook(0x20000, hook=myhook, length=5) # 475 myhook j5Bkid length A~ FF
>>> proj.is_hooked(0x20000)
True

>>> @proj.hook(0x30000, length=5) # I A S
. def my_hook(state):
state.regs.rax =1

>>> proj.is_hooked(0x30000)
True

18.2.4 KERZIS|E

angr 1 — AR BT T MBS Rk R FER AT . JTR RO H 47
WAL AR IR A RIS . AR RRAACR ARBREFTR A, 4 6 angr oA 23
TR A28 5



METH N2 BRATE L5018 bitvectors 2—ANArE , 3 HEF] T bitvectors 1] LIl
B — 2k HAR RS 248 5 FL5E bitvectors Y AT DA /R BAR IS A , i8] LR IR 5L (E

= A

Epﬁﬁ‘?xio

64)

>>> x = state.solver.BVS("x",
>>> y = state.solver.BVS("y", 64)

>>> X, Yy

(<BV64 x_0_64>, <BV64 y_1_64>)

Fi5 A8 B 2 1A IS S R RER 2 HARBEL(EL, T —> AST, angr [AFEAlEH bitvectors
KA AST, 7oA~ AST #itL 5 JE 1E.op Fil.args:

>>> tree = (x + 1) / (y + 2)

>>> tree

<BV64 (x_0_64 + 0x1) / (y_1_64 + 0x2)>

>>> tree.op # FORBRAEAF I AT
' _floordiv__"

>>> tree.args # BREEL

(<BV64 x_0_64 + 0x1>, <BV64 y_1_64 + 0x2>)
>>> tree.args[0].op

' add_'

>>> tree.args([@].args

(<BV64 x_0_64>, <BV64 0x1>)

>>> tree.args[@].args[1].op

'BVV'

>>> tree.args[@].args[1].args

(1, 64)

¥ AST $EAT LR B — AN SAL RORIA /R (B RN IE BRI RE , FE 7R 2l if 2
while AW R I, B2 i is_true Fil.is_false SR < I Wi 45 24 -

>>> maybe = x ==y # F5 5 bR R 1E

>>> maybe

<Bool x_0_64 == y_1_64>

>>> state.solver.BVV(1, 64) > 0 # TAFTH L

<Bool True>

>>> yes = state.solver.BW (-1, 64) > 0 # TAFTH OXTFFFFfFFFfffffree
>>> yes

<Bool True>

>>> no = state.solver.BVV(-1, 64).SGT(0) # AR SHILE

>>> Nno

<Bool False>

>>> state.solver.is_true(yes)




True

>>> state.solver.is_false(yes)
False

>>> state.solver.is_true(maybe)
False

>>> state.solver.is_false(maybe)
False

XSS AL A R (B AT LAV 5 28 BAT RUE ) W 5 I B state spAR MR IZ A 2R
Ja R HBEAT RN T AR B A KA A ARUNSRASIN T ok A R R 20, SR RS R

>>> state.solver.add(x > y) # TIPS
[<Bool x_0_64 > y_1_64>]

>>> state.solver.add(y > 2)

[<Bool y_1_64 > 0x2>]

>>> state.solver.add(10 > x)

[<Bool x_0_64 < 0xa>]

>>> state.satisfiable() # FIWT AR IR

True

>>> state.solver.eval(x + y) #oRAE, RBEE—MTESMME

15

>>> state.solver.eval_one(x + y) #ORME, YA IE—ANERER TS
angr.errors.SimValueError: Concretized 2 values (must be exactly 1) in eval_exact
>>> state.solver.eval_upto(x + vy, 5) # KRR, FBEREZ 5 ME

[7, 10, 15, 8, 9]
>>> state.solver.eval_atleast(x + y, 5) # SRR, REEADSAME, BN SH
[7, 10, 15, 8, 9]

>>> state.solver.eval_exact(x + vy, 5) # KRR, IEIFA S5 AME, SN 5
angr.errors.SimValueError: Concretized 6 values (must be exactly 5) in eval_exact
>>> state.solver.min(x + y) # ORfR, REER/ME

7

>>> state.solver.max(x + y) # SRR, FERKE

17

>>> state.solver.eval(x + y, extra_constraints=[x + y < 10, x + y > 5])
# A IIGRI FR ) 2%

9

>>> state.solver.eval(x + y, cast_to=bytes) # fs e R

b'\x00\x00\x00\x00\x00\x00\x00\t"'

>>> state.solver.add(x - y > 10) # TSNS T AL A BR A
[<Bool (x_0_64 - y_1_64) > 0xa>]

>>> state.satisfiable()

False




18.2.5 RIS

state.step () TR AT I — AN A B IF3% Bl — 4~ SimSuccessors BEIGIE, HT
S PUT T REF=E £/ state, JITLLIZ W G ) .successors J&PEE— A%, W& T A ]
fEM state,

TR IRAS state 2—~ SimState 28RIA%} %, angr.factory.AngrObjectFactory 23 fit
TR state Xf R IT VA
® .blank_state(): & [l —AJLFEAVIGE state Xf 5, Y7 MRWIRILIESRES, K
R Bl — AN LR AT RS 1E
.entry_state(): M EXZICAMAN D 41— state.
full_init_state(): 5 entry_state(2&ftl, (HHATAZMN ORI, 2N — N REERA
SimProcedure 45, TEHUTEIN K 22 518 F L Z R IGILREL .
® _call_state(): Bl —MHERSHATL E KL state,
T XX B T 1 Y S — e B
A JTERT LAE NS4 addr SR8 & T iR ik
W LLE S 24 args NI ST SHINE ., env AR .
i3 e N—4 bitvector /24 arge, T LUK arge #5514k
%} .call_state(addr, arg1, arg2, ...), addr 27 EiHH ARSI, argN & 45
BN AN, GRE RSN WEE NI LSR5 EH
angr.PointerWrapper().
® NIRTEREPWHLAE, T LMEE—4 SImCC W RIEHN cc Z4.

A, FATERF R R T RER RS T AR AE, DIREE LR aer:, MM
TR 5 i AT DR O kA TR S A

>>> sl

state.copy() # 54 state
>>> s2 = state.copy()

>>> s1.mem[0x1000].uint32_t = 0x41414141

>>> 52.mem[0x1000] .uint32_t = 0x42424242

>>> (s_merged, m, anything_merged) = sl.merge(s2) # 23, REI—ATEY
>>> s_merged # 45350 state
<SimState @ 0x4013d0>

>>> M # ik state flag

[<Bool state_merge_0_2_16 == 0x0>, <Bool state_merge_0_2_16 == 0x1>]

>>> anything_merged # RETEEIFTEH
True
>>> gaaa_or_bbbb = s_merged.mem[0x1000].uint32_t # RS state flag sl

>>> gaaa_or_bbbb
<uint32_t <BV32 Reverse((if (state_merge_0_2_16 == 0x1) then 0x42424242 else (if
(state_merge_0_2_16 == 0x0) then 0x41414141 else 0x0)))> at 0x1000>

XtF state WAERERAYE, AU DUdF state.mem 411, i£0] LLfii A state.memory



H#.load(addr, size)fil.store(addr, val). #ij& BRINEE R /N, TG & BRAE H RisF . 6 i
Al LiE % B 24 endness SRiEEK:

>>> state.memory.store(0x4000, state.solver.BVV(0x0123456789abcdef, 128))
# BRI\ K

>>> state.memory.load(0x4008, 8) # BRI\ K

<BV64 0x123456789abcdef>

>>> state.memory.load(0x4008, 8, endness=angr.archinfo.Endness.LE) # NERT
<BV64 0Oxefcdab8967452301>

>>> state.mem[0x4008].uint64_t.resolved # 5 mem %ftk

<BV64 0xefcdab8967452301>

18.2.6 IRIEIEZ

MRS (Simulation Managers) & angr fr BRI, B0 L& -4 states
RS HATHEF T4, RIS B P4 SRS SRR R AR P RS 25 0] - states 23 Bl 3 3 4 H 1)
stash B, M#EIT&FERAE.

BATH— AN RAEGI T, BN AITIRA—NRT, AW AR, fihA
SMARFHLER (R IDA LS5 %180 it @ S A e i k)

#include <stdio.h>
#include <string.h>

int main(int argc, charkxx argv) {
char xname = argv[1];

if (strcmp(name, "Alice") == 0) { // 0x004005B6
printf('hello, %s.\n", name); // 0x004005E6
} else if (strcmp(name, "Bob") == 0) { // 0x004005FE
printf(*hello, %s\n", name); // 0x00400613
} else {
printf("no permission.\n"); // 0x0040062B
¥

main pRELFE IDA B BYFR 7 I I T B :



0060600006400586 ; _ unwind {
0000000000400586 push rbp
00600000801005E7 mov rbp, rsp
(08000080084805BA sub rsp, 28h
000000000840058E MOV [rbptvar_14], edi
00666006664005C1 moV [rbp+var_26], rsi
00000000084005C5 mov rax, [rbptvar_20]
00000000004005C9 MoV rax, [rax+8]
00606006864005(D mov [rbp+s1], rax
0600000000400501 mov rax, [rbp+sl]
0006e008EA4205D5 MoV esi, offset s2 ; "alice”
00666006864005DA MoV rdi, rax 5 st
000000000040050D call  _strcmp
20D000APBRARASED test eax, eax
02080000804005E4 jnz short loc_4@@SFE
ki
FEE
00200000RB4005FE
(0060060000460SFE 1oc_4BOSFE:
6000000000460SFE mov rax, [rbp+si]
0022000020400602 mov esi, offset aBob ; "Bob"
(0600060008460607 mov rdi, rax £ EL
0oeooe00e0d0060A call  _strcmp
602000008B40068F test eax, eax
2000000000400611 jnz short loc_480628
L J L v
s = FEE] all i =
00000000004005E6 mov rax, [rbp+si] 0000000006460613 mov rax, [rbp+si] 666000000048662E
6000POGAADIHESEA mov rsi, rax 0006060068160617 mov rsi, rax 8600060000460628 loc_40662E:
0000080000400SED mov edi, offset format ; "hello, %s.\n"| |000000000040061A mov edi, offset aHelloS 8 ; "hello, ¥:\n"| |9@E0@B00E04BE62B mov edi, offset s
0202PRORAR4005F2 mov eax, @ |00RAAR0RRRLRG61F movV eax, @ ©800000000480630 call _puts
ee0oee00004005F7 call  _printf l0000000000400624 call  _printf
00000DGE004065FC jmp short loc_460635 |0000000000460629 jmp short loc_400635
: '
yYvy
s =
6660060008460635
0000000000400635 loc_400635:
0022000028400635 mov eax, @

(000006000040063A 1eave

6000000000400638 retn

6600000000400638 ; } // starts at 408586
(0000060006460638 main endp
|0000000000400638

TRBCABATH = ) name SR, (B ATESGA LR NG 24T BN — Bt 5 hello” i) 5
FREs, o, BATHT LUK G 17 28 name FEHIRFS AR, f5 hello™ MM RE &4, @id
P PAT RIS BLRY state, SRJ5 BEAT A 90OREET AT K43 name :

>>> import angr, claripy

>>> proj = angr.Project('a.out', auto_load_libs=False)

>>> args = claripy.BVS("args", 64) # IR E

>>> state = proj.factory.entry_state(args=['./args_test', argsl) # &dT&%H
>>> simgr = proj.factory.simgr(state) # f# Simulation Manager

>>> while simgr.active:
simgr.explore(find=1lambda s: b"hello" in s.posix.dumps(1))
# WM, Tind e R 5M

<SimulationManager with 2 found, 1 deadended>

>>> simgr.found # R EFEALE found stash
[<SimState @ 0x4005fc>, <SimState @ 0x400629>]
>>> simgr.found[@].posix.dumps(1) # % state ftnuid B

b'hello, Alice.\n'

>>> simgr.found[@].solver.eval(args, cast_to=bytes) # RfRi% state FEM args
b'Alice\x00\x80\x00"

>>> simgr.found[1].posix.dumps(1)

b'hello, Bob.\n'

>>> simgr.found[1].solver.eval(args, cast_to=bytes)
b'Bob\x00\x80\x01\x00\x00"'

.explore(avoid=avoid, find=end, n=N)&B U EH R — AN FEFH BEM 7, HTM
active stash JFIGFF 5T, HHREIEL n /> find FA-ILELH) state, 2% avoid S5 f-ILHC



) state, ¥ {14 HIH N found stash f avoid stash, find #il avoid %7 L) — 8%
—dH ML, W DA G state, IR ELEBILAL) o

.posix.dumps(1) | T4TEN 3t state yprifEsai it . [RI3, G0 SRAR P A TEARER N |
T|.posix.dumps(0) i 4T B Y 253 state fir & br e A\ A 2

stash W H T 16 B A R RGFAER) state, #LIEHZ N E T active. deadended.
pruned. unconstrained. unsat Z [ #) stash, .move(from_stash, to_stash,
filter_func=None)J5 1 f 1% 3} stash B[] state, \ iR 174 HY T .stash(). .unstash(). .drop()
EViRr

>>> simgr.move(from_stash="'found', to_stash="bob', filter_func=1lambda s: b'Bob"
in s.posix.dumps(1)) # ¥ Bob i) state #3713 bob stash
<SimulationManager with 1 found, 1 deadended, 1 bob>

>>> simgr.bob

[<SimState @ 0x400629>]

18.2.7 VEX IR ##i¥z3

PYVEX 12 angr FEE LA i, /R EE — HEHI IS5 VEXIR Z[a#Ab LS5 . VEX
IR J5J& Valgrind 35 H & Fi il IR IR, JEoRaX — o sy 15 H 20/ IbVEX. bk PyVEX
i IOVEX fy Python fu%

T I e #5714 PyVEX [ JLA~ API:

>>> import pyvex, archinfo
>>> bb = pyvex.IRSB(b'\xc3', 0x400400, archinfo.ArchAMD64())
# F5— AT 0x400400 () AMD64 FAHL ' \xc3’ (B ret) #)% VEX
>>> bb.pp()
IRSB {
t0:Ity_I64 t1l:Ity_I64 t2:Ity_I64 t3:Ity_I64 t4:Ity_I64

00 | ———- IMark(0x400400, 1, 0) —————
01 | GET:I64(rsp)
02 | LDle:164(t0)
03 | t2 = Add64(t0,0x0000000000000008)
I
I

~+
PR
1 1

04 | PUT(rsp) = t2
05 t3 = Sub64(t2,0x0000000000000080)
06 | ====== AbiHint(Oxt3, 128, t1) ======
NEXT: PUT(rip) = t1; Ijk_Ret
¥
>>> bb.statements[3].pp() # FikX
t2 = Add64(t0,0x0000000000000008)
>>> bb.statements[3].data.pp() # Bk
Add64(t0,0x0000000000000008)
>>> bb.statements[3].data.op # BRAERF
'Top_Add64'




>>> bb.statements[3].data.args[1].pp()
0x0000000000000008

>>> bb.next.pp()

t1

>>> bb.jumpkind

'TIjk_Ret"

# 2%

# RAYR BRI B B AR

# Toa A pbER 28R

18.2.8 R4

B B angr O ST AR ZEARL T 2 BRI N AHERE A6 B 7 SRR AP
SR FJa, FIRIUAEET angr BERKRE T FTIT & AR P AT TR, SR 33 T

DIt &%, AWidh T8 angr BIRE J17EH -
® angrop: rop £ H kA s

Patcherex: —3t#I~cf: A 3h{k patch 5]%%;

°
® Driller: FfF5#rigsm AFL i F—4X fuzzer;
°

Rex: A b iwiFF H 5] % ;
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