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1 view—id
ONLLY 7

) xpath

UIwWindow[@]/RootVCController[@]/HomeVC[O]/UITableView[@]/UITableViewCellContentView[@]/UIView[1]/HomeButton[2]

@ Atk xpath

UIwWindow[@_0_0_081]/RootVCController[0_0_0_0]1/HomeVC[0_0_0_0]1/UITableView[0_0_0_0]1/UITableViewCellContentView[0_0_0_0]/UIView[®_1_©_1]/HomeButton[2_0_2_0]
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71 6 XpathfF: 2\

SECTION[1]/SECTION/DIV[1]/DIV[1]/A[-]

SearchHeadLayout [@] /RelativelLayout [0] /FrameLayout[4]/RadioGro

UIWindow[@_0_0_01/RootVCController[0_0_0_0]1/HomeVC[0_0_0_0]1/UITableView[0_0_0_¢

FillOrderPage.9.1.1.1.0.b.1




Touch events Action message
View
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Send

Action:
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- Runtime (Method Swizzling)

- Android

- InstantRun 1z47 HHHook

- JavaAgent #4%E HHHook
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+ )swizzInstanceOriginalSelector:( JoriSel toNewSelector:( )JnewSel forClass:(Class)class
{

originalMethod (class, oriSel);
swizzledMethod (class, newSel);

didAddMethod = (class, oriSel, (swizzledMethod), (swizzledMethod)):

if (didAddMethod)

(class, newSel, (originalMethod), (originalMethod));

(originalMethod, swizzledMethod);




On Android

- JavaAgent
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FEANTE

Gradle plugin U JE 45 jumB NI M agent

Agent Jar
%ﬁmwfu@ ASMAEZR
GrAdIE aSSEb e W

.

BussinessJar

ClassX 4




prebuild

ﬁ?ﬁ%fi, R BUlldCOHflg%{f% jaVaCOmpi 1 e

dependOn

assemble finalizedBy

I @R

installlnject

Inject=true

VirtualMachine. Attach(pid)

loadAgent (agent Jar, param)
Inject=fasle




System. out. println(“hello

agent”) : Java?jﬁ‘ﬁ%

public sayHello()V
GETSTATIC java/lang/System.out : Ljava/io/PrintStream:
LDC “"hello agent”
INVOKEVIRTUAL java/io/PrintStream. println(Ljava/lang/String;)V
RETURN

mv = cw. visitMethod (ACC PUBLIC, “sayHello”, “(OV”, null, null):

mv. visitCode () :

mv. visitFieldInsn (GETSTATIC, ”java/lang/System”,
“l.java/io/PrintStream;”) ;

mv. visitLdcInsn ("hello agent”):

mv. visitMethodInsn (INVOKEVIRTUAL, ”java/io/PrintStream”, “println”
”(Ljava/lang/String;)V”, false);

mv. visitInsn (RETURN) :

mv. visitEnd () ;




R 2% 15 K Hook

PN -androidyi A\ EHY
‘request *UrlConnection
*response *OkHttp

-httpCode ‘HttpClient
‘nettype

AENEHR
‘requestld
‘uuid
*phone—time




X 2% 15 >K Hook

e 10S
« V54, hybrid. react—native 4—Hook

e Android
« JH4: . react-native
* webview
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PhoneTimel

PhoneTime2

PhoneTime3

ServerTime
UpLoad

ServerTimel

ServerTime2

ServerTime3

ServerTime
UpLoad
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2016102500 = wifi <O other ~_ 812G - #BI4G
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