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linker

compiler
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crash
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init
SIGABRT

MTA SDK

SIGILL

SIGBUS
SIGFPE
SIGSEGV
SIGPIPE
SIGSTKFLT
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C/C++ Crasht

App

JNI

NDK

System

CPU

IR ITAE

java runtime env

fingerprint, revision

v

dump signal info
/proc/pid/cmdline

Application.onCreate report
t
System.load Toastto user [« custom callback
/ S
/
/
/ NDK runtime env
CRBEES [ :
onlLoad | setup | sigsetimp [EEPEER imp point
L — o — o —[ === === = et
sigcontext = handler | crash happen siglongjmp
AN A
\\
System runtime env
dump build info y call stacks

s

| dump mem info

unwind frames

a

| /proc/pid/maps

v

CPU ( armeabi;armeabi-v7a;arm64-v8a;x86;x86_64;mips;mips64 )

armeabi : rO~r16,sp,Ir,pc,cpsr x86 : ax,bc,cx,dx,sp,bp,ip,cs,ds,ss,ex

arm64-v8a : x0~x30,sp,pc,pstate | | mips : zr,at,v0,v1,a0-a3,gp,sp,epc,dsp
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1. dSYMIHERBE

include_directories[ 1] = '/Users/tyzual/code/gitcode/tencent/MTA/MTA_V1/public/MTA-Demo/sdk"

include_directories[ 2] = '/Users/tyzual/code/gitcode/tencent/MTA/MTA_V1/public/MTA-Demo/MTA-Demo"’

include_directories[ 3] = '/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/Developer/SDKs/iPhone05S10.3.sdk/usr/include/objc"
Dir Mod Time File Len File Name

file_names[ 1] 1 0x00000000 0x00000000 MTAConfig.h
file_names[ 2] 2 0x00000000 0x00000000 AppDelegate.h
file_names[ 3] 2 0x00000000 0x00000000 AppDelegate.m
file_names[ 4] 3 0x00000000 0x00000000 objc.h
0x00003860: DW_LNE_set_address( 0x00009f5e )
0x00003867: DW_LNS_set_file( 3 )
0x00003869: DW_LNS_advance_line( 23 )
0x0000386b: DW_LNS_copy

0x0000000000009f5e 3 24 0 is_stmt

2. IRt Et S TE AT R 3. itTE BiRteitiT S
000000010000626¢ FirstViewController.m:29
0000000100006270 FirstViewController.m:36
0000000100006298 FirstViewController.m:37

000000010000629c FirstViewController.m:37 {
00000001000062bc FirstViewController.m:39 00000000100062a8 -> FirstViewController.m:37

A 4

000000010000629¢ < 00000001000062a8 < 0000000100006 2bc
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NSRangeException 2:': ML
**%% —[_ NSArray0 objectAtIndex:]: index 23 beyond bounds for empty NSArray .,n A p :-E
0 CoreFoundation ___exceptionPreprocess
1 libobjc.A.dylib _objc_exception_throw ./\é&{jﬁ{{,
2 CoreFoundation ___ CFArrayGetCallBacks D -
3 MTA-Demo - [MTAEvent toJsonString]
4 MTA-Demo - [MTACustomEvent encode:] .%ﬂ‘*bﬂg?Z/ \*ﬁ
5 MTA-Demo - [FirstViewController clickNormaltButton:] (FirstViewController.m:37) E ﬁb ID
6 UIKit - [UIApplication sendAction:to:from:forEvent:]
7 UIKit - [UIControl touchesEnded:withEvent:]
8 UIKit - [UIWindow sendEvent:] q: E
10 UIKit __dispatchPreprocessedEventFromEventQueue
11 CoreFoundation _CFRunLoopRunSpecific start
12 GraphicsServices _GSEventRunModal main
13 UIKit _UIApplicationMain
14 MTA-Demo _main(main.m:20) AppMaln
15 1libdyld.dylib _start *
= e
,., BiERXM View ¢ ul
NSRangeException ‘
*** —[  NSArrayO objectAtIndex:]: index 23 beyond bounds for empty NSArray Button N MTA SDK
- [MTAEvent todsonString] S
- [MTACustomEvent encode:] ‘
- [FirstViewController clickNormaltButton:] (FirstViewController.m:37) NSRangeException
_main(main.m:20) — A
JJ ik 5
NSRangeException \ /
- [MTAEvent toJsonString] = T "
- 7 Soluton
- [MTACustomEvent encode:]
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S L2100 [, RBIZiEIE 30 [ translog ] ‘ disk cache

flush
disk
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Redis/CKV LevelDB
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Access : IHNAIRENT . BURRIBITAISZUL oif St iR - MERTRAITE
ESP: Event Streaming Processor , #iEiziRapp. {J\Eﬁﬂiflﬂ ( f/!:?&\) /El’ﬂiaE , EHA&
UIDEFHARFFAITEPV. UVZFappoifrigin RN —ErTRTER

ESA : Event Streaming Aggregator , ESPECHTI+ 0 LEHLEE | DT ERAM N
BEREUET R , G ERE NS tm oo | TS
ESC : Event Streaming Coder , SR FARIHE .\éﬂﬁgfi:,ﬁﬁﬁﬁﬁ.ﬁ% R
ISR RYRAOR B R | FHSRI R R RIS Ui 2 imh YR S A 52 E
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BEiR--ITEYF EEpy. uv

e [rid [StEHEE ESCIRZ (%3 ) e [ Pt
1luser A RuntlmeExceptlon. XXX é}ﬁﬁg JEintzEHY intZSHY ?ﬁbﬂtlj 1 1 3
Tluser A |NullPointerException XXX user A 1 1 1 5
1luser B _|NullPointerException XXX user B 2 # 1 2 5
2user_A [SecurityException XXX RuntimeException XXX 3 2 1 4
2luser A |NullPointerException XXX Security Exception XXX 4 2 1 5
2user B |RuntimeException XXX NullPointerException XXX 5 2 3
' ul = ‘_l_g
I ES&*&%@» (HEILE ESPLtECRZS (1HETHAIE )
=i i |BYE=1 v uv : =+,
— =& IE@.':T:.' [8)= 3p 1 1 =10 At iE)=1 %&1&7f£3pv 1uv 1
R"untimeException XXX pVZUVZ - 3 2 2 - 2 2 2
Iy i - :&H [=ys A" . . — S g
NullPointerException XXX 2 182 EIHPRER T 2L Ag[E]=2 5=
Security Exception XXX 1 1 3 2 2 3 1 1
ecurityExceptio 5 3 5 5 y
4 1 1 4 1 1
set compute_du = 10*60s set total_du = 60s, pv=uv=0
set total_pv=total_uv=0 for secin total_du:
for sec in compute_du: pvlerr] +=1
2% . receive err,pv,uv from ESP if userid not in useridSet:
pv : page view , JXE{ total_pv[err] += pv[err] uv[err] += 1
vv : userview , XEITHIFAF%L total_uv[err] += uv[err] end

end send err,pv,uv to ESA

output: err, total_pv, total _uv
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Active Total Objects (% used) : 15078299 / 15185017 (99.3%)
Active Total Slabs (% used) : 1437021 / 1437093 (100.0%)

Active Total Caches (% used) : 90 / 215 (41.9%)

Active Total Size (% used) : 6638525.50K / 6651639.44K (99.8%)
Minimum / Average / Maximum Object : 0.02K / 0.44K / 4096.00K

OBJS ACTIVE USE OBJ SIZE SLABS OBJ/SLAB CACHE SIZE NAME
3492460 3491904 % .19K 174623 698492K dentry
2001840 2001624 % .19K 100092 400368K filp
2000273 1999995 % .07K 37741 150964K eventpoll_pwq
2000100 1999995 6 .12K 66670 266680K eventpoll_epi
2000095 2000084 2% . 69K 400019 1600076K sock_inode_cache
2000020 1999996 6 . 44K 400004 3200032K TCP
1490376 1490039 % .63K 248396 993584K proc_inode_cache

TCP ( 1.6K)

CCM:)-L;FU P;EM:?:S SGhZ/SG B/500GB sock_inode_cache ( 0.8K)

.E/PTCPKJ;@?&L;\E%% 3KB eventpoll_epi ( 0.13K)
o B2 1F 200W + F &Rz . eventpoll_pwq ( 0.07K)
filp (0.2K)

(U4 © W5 > 3KE0-> BRGE- > NAR- >3 - dentry (0.2K)
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TCP T net_rx_action
accept IRE rdllist 513% struct tcp_sock
struct sock sk
dentry
epoll_wait struct eventpool struct dentry
struct list_head rdllist sock_inode_cache / struct inode *d_inode @
epoll_create struct rb_root rbr struct socket_alloc e o

struct socket socket

: Core0
. struct inode vfs_inode
eventpoll_epi filp netif-rx
epoll_ctl struct epitem struct file :
struct list_head rdllink struct inode _inode Core1 e
struct epoll_filefd ffd file_operations *f op
Eft ep_poll_callback struct list_headf ep links e
eventpoll_pwq YIEEZE STl

struct eppool_entry

struct epitem *base struct ep_pqueue

poll_table pt _qproc ep_ptable_queue_proc

wait_queue_t wait

struct epitem *epi
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int check support ssed 2() {
int res=0;

asm__ _ volatile (
"movl $1,%%eax\n\t"

"cpuid\n\t"
"test $0x0100000, %%ecx\n\t"
"jz 1f\n\t" . .
"movl $1,%0\n\t" unsigned int _mm_crc32_u§(...)
" 1 : " . .
,,2:,3\(;5) unsigned int _mm_crc32_ul6(...)
: unsigned int _mm_crc32_u32(...)
eax”, "ebx", "ecx”, "edx") ; unsinged _int64 _mm_crc32_u64(...)
return res;
}
N
SSE4.2t& SSE4.2 CRC3237#F
local_clock 122.000msl 308,660,000 #__errno_location Oms  5,060,00C
ip_queue_xmit 121.000ms ' 111,320,000 update_cfs_shares 20.000ms| 15,180,000
Htcp_transmit_skb 117.000ms l 331,430,000 retransmits_timed_out| 20.000ms 32,890,000
116.000ms 212,520,000 [l &= MD::BinUtil::cre32csse
igb_xmit_frame_ring 111.000ms| 427,570,000 ipvd_dst_check 20.000ms 43,010,000
sched_clock_cpu 106.000ms l 199,870,000 ip_output 20.000ms 50,600,000
Htcp_recvmsg 103.000ms' 88,550,000 inode_init_once 20.000ms| 22,770,000

Intel SSE4.2 CRC325E#ICRC32M4EEITLY
H1T 35W JRITELEER ( SSE Huzif 6 /)
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AeERE BEcEIR =l
RS TS EIER T /proc/sys/fs/file-max 2500000
HFEF T S S ARBR S /proc/sys/fs/nr_open 2500000
Epolli5irfd NSRS /proc/sys/fs/epoll/max_user_watches [2500000
WizoEETCPAE /proc/sys/net/ipv4/tcp_mem 754752 1006336 1509504
Listen fd backlog /proc/sys/net/core/somaxconn 1024

fast recycling of TWsocketsv |/proc/sys/net/ipv4/tcp_tw_recycle 1

Reuse TW socket /proc/sys/net/ipv4/tcp_tw_reuse 1
S A =B /proc/sys/net/ipva/tcp_westwood R
Eth scatter-gather Eth sg Off

Eth generic-segmentation-

offload Eth gso Off
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o J&Bd Hook , EZ sock REMHHEIE ;
save context

® T’j.]‘*an-UEI E{SE‘.‘:EE I} iE_'JJ/':;)EJZ//I\J:—FjZJFD ]:ﬁ I} save context, @funct ion
TIEE}'_%EEITQE%‘EO save uonte :

p O p
Xorl %e

A : Kernel Socket ERZ5iEF e

oush %rs

int iSock =|socket(PF_INET, SOCK

B : mTCP HIRREIER AR
int iISock =|mtcp_socket(g_pMctx, PF_IN
o — AN hJ SH-
C: WSBFRFIET MTCP #MYAkHSUE
typedef int (mTcpHookSock*)(int socket_family, int socket_type, int protocol);
Cint realSocketFunc(int socket_family, int socket_type, int protocol) {
return mtcp_socket(g_pMctx, socket family, socket type, protocol);

by

Ftypedef struct {
mTcpHookSock hookSockFunc;
mTcpHookAccept hookAcceptFunc;

} stMTCPHooFuncTable; EBRGEAR
8@ mtcp_socket WRAP B3

g_syncHookTable.hookSockFunc = disym(RTLD_NEXT, "socket");
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handle_init handle_input handle_route

e BiEER BRI

‘ Client Proxy /

or REL
'@ Controller Et/ﬁ/‘

........

‘\\\\\\\ ‘ ///jjj:,mmwansm#aw

handle_init

#af

_— Responset ZH 7R 5] ~_|[f

_____________
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1
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Worker

rr O TTm

____________ | mas e HEE SR EAEH R SR

BB v3 Epoll/Select F#¥ ] —-[ Epoll/Select &% ]
o :

TEEEHLE ] [ TEEEHLE

| T

e || L O O kD

% M sem sem

i ¥ A B

Sth th = [ Logic ] [ Logic ] phE ghEE

o Ol .
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handle_process

HiEAE

[l

D

WERSRE

r—D[ Epoll/Select &4 l
v
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I socket l socket ]
v /(v |
: .
recv [ recv

v v
(e W ((wx)




N (O &1

BB\ IERE(AL - - 1ERE v

Grouping: ’Function/ Call Stack

Grouping: ]Function / Call Stack

Function / Call Stack

+ _read

+ arch:buffer:B

+_memmove_g

+write
+ epoll_wait

+ stdutrl:_Hash
+ _Hashtable_itsg

+ arch:framewq

+ arch:framewo

+ rtaiesp::Event

+ gettimeofday
+ rtaesp:Event|
+free

E arch:channel:

) arch:buffer:B

) arch:framewo

+ .:rrh--rh:-tnnph*

Samples:

1ibc-2.17.s0

access_proxy

CPU Tim¢ CPU Timew
Effective Time by Utiliza Function / Call Stack Effective Time by Utilization
@idle @ Poor [JOk W1d @Didle @ Poor [JOk [@Ideal @

34.465s |

+_raw_spin_lock

923.000ms |

377K of event 'cycles', Event count (approx.): 797075664 N

[kernel] [k]_update sd 1b stats
[kernel] (k]| _raw_spin_Tlock

access_proxy .] main

[kernel] fget_light
[kernel] sys_epoll_ctl
[kernel] tcp_sendmsg

[kernel] _raw_spin_lock_bh
[kernel] tcp_transmit_skb
[1gb] 1gb xmit frame ring
__memcpy_ssse3_back
_raw_spin_Jlock_irqgsave
ep_send_events_proc

ipt_do_table

tcp_write_xmit
handleSocketMessage (InternetMess
find_next_bit

system_call

__sSchedule
update_blocked_averages

tcp_poll

tcp_cleanup_rbuf

[kernel]
[kernel]
[ip_tables]
[kernel]

[kernel]
[kernel]
[kernel]
[kernel]

[kernel]
[kernel]

WS § NN | SN J US| NS ) S N NS SU—) SU— S—) f— )

e Lo U U U U U Vs T s T U T
AANANANAAN NRAAN~N- ~N

|
[
[
[
[kernel] tcp_recvmsg |
|
|
|
|
N
||
|
) |
|
I
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Android : StatService.startStatService(); i0OS

HIRiFE B4EE e B LIRIFEE BAER e koo BEFRE
e ] = 50 A B3 iy i ‘ Tl A P 1] I§${=E .—;72;:*:;
ZNARFFEEFS =T  EEPHNFEREES. 75
v‘# Thread _HRID #4
java.lang.NullPointerException
BARID 810588817
0. java.lang.NullPointerException: Attempt to
: - e Rt t.cpp2
1. com.tencent.cpp2.MainActivity$1.onClick(S as oM. fEnCER-pp
2. android.view.View.performClick(View.java:5 = BIFIlRZ 1.0
3. android.widget.TextView.performClick(Text #SID
4. android.view.View$PerformClick.run(View.ji
5. android.os.Handler.handleCallback(Handler
. ( ISR
6. android.os.Handler.dispatchMessage(Handl|
7. android.os.Looper.loop(Looper.java:158) @R SM-N910P
8. android.app.ActivityThread.main(ActivityTh  cpusgig
9. java.lang.reflect.Method.invoke(Native Met ARmEA
P
10. com.android.internal.os.Zygotelnit$Methoc = o 1452MB (1452/-1381)
11. com.android.internal.os.Zygotelnit.main(2)
MTA SDK 3.0.0
RFS o
w7, SN =1 . .
BZIgF , \BHAIMTAER : hitp:/mta.qg.com
#142 java.lang.NullPointerException
O java.lang.NullPointerException android.view.View.mPrivateFla APPFELERE FAME

i

[MTA startWithAppkey:@"xxxx"];

WERE an=r

SEHES )
com.tencent.cpp2#main

@ o
¥.-3c3:510] 2017-05-24 18:06:23
_HiREFE 2017-05-24 18:06:23
{ERFH= 1#
FARE Android 6.0, API Level 23
FI4EAPN WIFI
Eﬁli LES 23972MB (23972/26172)

2017-05-31 06:59:5
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