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e [HMATZ: Mach
o —IIMY,ARZ: Linux

e SEET: Mac OS X, Windows
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Operating System Structures

e Monolithic OS (e.g., Unix) e Micro-kernel OS (e.qg., Mach,
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— AR NRZ: Linux

Linux Kernel Structure

Applications, Tools User space
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Core OS ("Darwin")




Mach in General

e Mach. BN RIVNIZITER. REJGE/NIZIL, IMNE
—1Iff server I2EFZEINEINEE. FFEREFH1TIS
BERVIE K S5 5EAK.

o AIG4AY Mach. AP = B2V R SLE &
Server. JE EE[ IPC.

» |PC SEAIMEE(Q)E. Context switch, memory
mapping, cache missing, etc.




Mach in OS X

BT, MIEISRIEIABB A F=15HY.

Mach 89 N T IR IESIZ OB, IR TE R T IRSS
HIER o

thread Object, task Object, scheduler, clock object,
VMM, processor object, synchronization object.

IPC: mach messages/ports. AR REBBENEZL Y. K
AT HARRIR kernel Z[BIHIE(E, AP #HIEZ 18]
E’J 1_ AR AZIE R EE 0] 5 —#FE 5 RY.




Mach in OS X

5#.28AK51HXA9: host object, processor object,

processor set object, clock object.
B EMEXRY: task, thread, exception handling.

@2 8% mutex, spinlock, semaphore, rwlock.

NFEE.



Mach: task & thread

e thread: &/]\iFE B1iL.

e task: Bzgs. B8 threads, memory space, etc.

o task .2 5HFEMZ. BSD ERHTES task B—
—XIN KA.

* thread. BSD ERIZIES thread BIXT L.

« HRF=I8IA]1AEIRYEX APL. ROI=q], ER, €l

2, 1HE%, 1S port, etc.
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Process Name % CPU CPU Time Threads Idle Wake Ups PID User
kernel_task 3.0 2:44:24.39 139 1,417 O root

launchd 0.0 29:55.66 4 2 1 root
3 Firefox 11.6 5:17:26.74 63 401 10720 lee




Mach: 1iE

« WA ATV, U5k, 17N, F5BAGI, CPU
Affinity.
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A Handoff, EciFFIBER AT Zizdr 4L, 455

o HE

5 Mach BYE RUZIEA

o HE

MRS S. BN AAFEERIRMEESE; R0

5: Continuation. Z 2151 N /R IREE,

FErzE. g EIFIE=E. RAEENISS.

o 4548 Asynchronous Software Trap. z=£1{L Linux AY
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SHATIT AT

tIRQ, 7£ trap MR [EI1EI A = 8] BT HAT.



Mach: exception hanaling

 FJH Mach message.

o 4ME2% exception handler: mach_msg() &1=Z—1> mach

message %l exception port. FHEHEFEIN .

« exception port: =2k. thread, task and host

» SLEREYEIERY exception 4METE BSD =, £ I8E#R L
A Unix signal. BSD ¥ fift 7 —"1" host exception port

» Crash reporter (launchd Efft task exception port F4&
FRA B FEYEE) / Debugger (9 debugger
exception port) #FEF X PLHLEMABENEY handler

KSR E TSI,




Mach: N1z &1E

« MIBNFHEIE. pmap. IR, TIXRIA, TLB

e EMAFNEIE vm_map, vim_map_entry, vm_object,
vm_page.

s RIURFENRIR. pager. T Z) pager WFEE. ZMA

5] back store AN AEBVIES T, pageout kernel

threads B8 page list F1ZIRENTE.

e Freezer. (I0S)

« AP =8] APl HZRIUNAREFEZ B 8I1510).




BSD /=

£ Mach EIREMNENRS 2 L, 1818 xIERD M
FreeBSD 48 7 13 2K.

VFS, Networking, Process management, User/Group, ...

POSIX #Tf




BSD =: #EMNz%izE

« BSD B9 Process R Mach 89 task —— X W HY
struct task { void * bsd_info; } <-> struct proc { void * task; }
o TN 7 EYN fd list, uid/gid, IHFERZ, tty, signal &M EEFE
KHIEE,
« BSD B Thread IR Mach HJ thread ——XI RS

struct thread { void * uthread; }
<->
struct uthread { struct vfs_thread { thread_t vc_thread; } * uu_context; }

« Mach AR: task_for_pid().
« IR, ptrace() RSEH.




BSD /=

o TJHITERRTLAR: Loader TERZAOER N & 213 -

BSD E/Y.

e Mach-O #&3,. 32 #F Fat binary.

AT

BRY. B0 LC_SEGMENT @/E\T*
RO RS /8B ER, LC_CODESIGNATU

5% IR ELF A8 3E

table.
e dyld. OS X B loader.
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BSD /=: B Z1EHY

o VFS. &M ZRZT. disk image. APFS
o BEPNETE.
e User/Group #Hl.



BSD /=: POSIX

BT X— =, 2 T K8 POSIX fhE, (£15REFINEE

FIFS,

LERADE, BN XAKEREREZR T
HYPTBEE.
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Driver framework

C++

ibkern: EAHzEZE




IOKit: IORegistry

RAFE— IORegistry B8 T FR B IINER IR
|OKit driver 355 B BBIZE AN IORegistry

|OKit driver thFFH IORegistry 8915 B € VTHEC & HLAISN
1%

JFP =8B APL BB ap<1T] AESE: ioreg. GUI:
ORegistryExplorer.
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Network family

IONetworkData
= [ONetworkMedium

= 1O0utputQueue
- [OPacketQueue
- [ONetworkinterface

= [ONetworkController

- [OKemelDebugger
IONetworkUserClient

r = {OMbutMemoryCursor -

10BasicOutputQueue
10Gated Output Queus

I0OEthemetinterface
IOEthemetControlier

IOMbuiNaturalMemoryCursor
IOMbulBigMamoryCursor
IOMbutLittieMaemoryCursor
IOMbutDBDMAMamoryCursor




OS X 5 i0S

18 RKEb D = —TFHY.
10S: Jetsam

10S: Sandbox

0S: Entitlement

0S: Encrypted image
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