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What is Server Side Swift?
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Swift application deployed (primari y) on Linux
AISwiftiRSesinhz A (EE) EAFLinuxRGTHEE

Located on cloud provider, co- Iocated IN-house
BN lE=8#E . £V EE B 2RSS
Responding to network clients
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What is Server Side Swift?
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AP| servers, workers, web sites
ERFEENEiniREEakRFBIEO 5

IOS or Android backends
Peer-to-peer

EERNR, BIiRSHZIEFTIIAE—IRE

Client & server on same device




Why Swift on the server?

Static compilation - 53R 1E M IR TRERER RS
Performance £ 88 N £ X

Shifts work to compile-time Y& T{E3&F 2 m1E M EXSTR
Work dynamic languages do at run-time

FRYSEI S BRI AR S 1T EFRIINEE




Why Swift on the server?

Strong type checking 185azL M E

Detect many errors before running EIz1TRIME R 1%
Fewer surprises at run-time R RS /BTN E R

Better for maintainable systems?

KEREIF A EES EFe?
Impacts of Swift version changes getting better
SWIftFT RN R =GB
Same problem for Swift on iIOS/macOS
i0S / macOS_EHSwift|a) B2 — £




Why Swift on the server?

Common language for clients & servers

ikSS et E PN EE B X ERERNTENIES

Standardize development teams on one Ianguage

R ZBANAT A LizImee s E R E—FTETIES

Leverage existing 10S/macOS Swift knowledge
2%7¥K /IZI %ZQI)H ‘H 510S / macOS SWIftlm I:I%DI/\{ZIS?




Why Swift on the server?

Common language for clients & servers
RSl Z PV BEREZEERNTENIES
Share code FEZAE
Server & client use same base Switt code
AR SSe3 A0 P im pJ PASR FAHE EIRISWItRFE %
Common structs, classes, core algorithms
HEHEEM . WREZEFNZODEE
Swift extensions provide specific behaviour
NRETHRMBERIET R




Why Swift on the server?

Common la

nguage for clients & servers
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Simplified initial client/server debugging Bt IRS 25/,
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Developing & running both in Xcode MY FEEREXcode

SEI



Why Swift on the server?

Good C bridging

Use 3rd part
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RIFNCIESHIZRAS
lbraries, drivers

=73 RS IXENFE

Leverage existing functionality

B 11 N7
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No need to write C in most cases

ZEEN MEBEEECIESRER




Why switt on the server?
A 55 2% Um A~ Sk FH SwiftB9IE B

Drawbacks k=
Young language - Xg— | JEBIITEIIES
Shorter history of Q/A
BEEAR, PTARZ(0)ER ﬁ%zfm)ﬂzxﬁ
Fewer 3rd party contributions - 28 = J3 A @A LE &R 2D
Compiling with SPM on newest Swift toolchain
RITIN T EBEXASwIit GBS mIF




Why switt on the server?
Az 5528 Um 1 >k FH SwiftHy T2

Drawbacks 5=
Evolving - KBS AT &
Compared to more dynamic languages SIZANZE1E=48EE
More complicated for prototyping - /R BRI & 2%
More complicated deployment - ERZ ISt EX & Z¢




What

Many clients &Z £

/< Oog

Browsers ' 238

Mobile, Apps &N FE

does It look like™

HAW Hip s

Z ’%l ’%l E/\j %); ﬁ%

Devices (1oT) ¥BAMI%

One or more servers — o 2/ ERE 2R
Running Swift processes

S1TSwWIift N R %

L oad balancer faZiyes

Redundancy ST

R & A EIYE

Database servers #UiEZFER S 2
Postgres, MySQL, MongoDB, caches




What is the worktlow?

ﬁﬁ/]lb +

SPM - Swift Package Manager ¥4 Bl & 1E25

Part of Swift toolchain T B 5ER92B 25
Not used in usual iOS development
LER A —RIEIOSH & BT A B A ZISPM
Command line tool

AP A
mm<{JT_LHA




What is the workflow"?

SPM - Switt Package Manager
Simple package definition
Bm e X MKFR AN

Package.swift

import PackageDescription
let package = Package(
name: "ExampleProject",
dependencies: |
.Package(url: "https://github.com/PerfectlySoft/Perfect-HTTPServer.git",
majorVersion: 2)




What is the workflow"?

SPM - Swift Package Manager
Dependencies through git RABgitH{TIKEXREIE
Versions through git tags 2Rk 4@ githn s & 18

1.0.0, 2.1.3
Version ranges - B{ & E X B RIS E




What is the workflow"?

SPM - Swift Package Manager

Sources/, Tests/ - #r/HE B F 4514
HA AR S1T:

‘swift package update’ - U FX R
clean, fetch, generate-xcodeproj

- SBERRNZEMIER R, ZUEBlIEXcodeln
“swift build® - g1 =B FR NAIIN




What is the workflow"?

macOS with Xcode
SPM generates Xcode project
‘swift package generate-xcodepro|
Coding & initial testing on mac
T BIEXcode Lz 2 fa r] LAE = dm B5 AN
Client & server development in one IDE
Xcode workspace very helpful

SEIEAREN
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What is the workflow"?

Linux (Ubuntu)
Running on local or cloud VM

FEINfEAHE imRE A, & FADockerf &

Docker
Choose correct toolchain version & install

PERERRAEIN LAY
https://swift.org/download



https://swift.org/download

What is the workflow"?

Linux (Ubuntu)
Build, run, test ZgiFE. @478l
Docker very helpful
Can code on Linux (Atom)

e ABEEELInux F RiEIRIER, LEWREAtom
Eventually push to real server
TRk Tk /o R R R RS Es




What is the workflow"?

Deployment options &8& B frikIn
Tencent, Alibaba, Baidu, AWS

Billoa. WMER. AESm B L SHEFITE S

Docker
Anything that can run containers

/ \%EHEUQ _’fﬁ%%ﬁ"jﬂé}z‘ﬁé}bjlz/u
Google Cloud, Heroku




What is the role of a
Server Side Swift framework”?

SSSHEZRIR R BITEA?

Simplity a huge amount of complexity
Provide what you get with iOS/macOS

w7 KEE4T 1F,
SLINIOS/macOSR XY FE & 4Ri%




What is the role of a Server
Side Swift framework?

Request->App->Response
Simple but complicated

ARSSas iz BOE K—1TIHE——R (O] oy
IrEeskRE 2, BEdEREN

Server configuration tLUNRSS 28 EC &
Ports, SSL im0 TEH N

TCP, Threading ffiERF . %412




What is the role of a SSS

Request parsing 15K BT

Routing
izt
Handlers

D BC

A AMEES (T)1R)

Response formulation

JSON, HTML

XML, text, files

Templating

Mustache, Markdown

framework”?

POST / HTTP/1.1

HTTP/1.1 200 OK

»
4

HTTP Request

<

Application Code

<

HTTP Response

\ 4




» Pertfect 3

Light weight framework 32 = R EER R
Focus on performance W|th async core

KiFTFHFTNZ|ERE
More scalable —— BIFHIAIT B4t
Uses fewer resources —— {EFHE/DINER
Open source on Github RCIBEEHA
Apache 2.0 license 1F=]IIE




» Pertfect 3

Core ZIDREE (i, WL, 102, MNAIARSSE3)
PerfectLib, PerfectThread, PerfectNet, PerfectCrypto
HTTP, HTTPServer

Companion packages ¥ BRI ZE
MySQL, PostgreSQL, SQLite xREIEE
MongoDB, Redis, Hadoop JEx REEZE M AEUIE
StORM 2URENRKXAEIEE N
Utility THZE

_ogging, CURL, authentication, WebSockets,
Notifications (APNS)

. MR, IAIE. NIITERFER
Examples, templates GIEREHIZ R ER




Routing and Handalers

r& A TR

A Route is a combination of three things:
BT ERIEEUN N="T4HEDHS:
HTTP request method Mak 753%
GET, POST, etc. JRENEE 1R
URI SRR ES1E
/foo/bar/baz.html
Handler 4223 0] RFZ~
Your code fRRYEHS




Routing and Handalers

r& A TR

Server matches the request to the handler

iS5 25 W EI M 25K LEC R 3B )R, 2R f= 18 R a) 4w

andler is called

Given the parsed request 1Z KR fEHOTE K
Sets response data IR [ EN £1E

Response data sent to client fRSZ 225NN HIERLK &[0
-
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Routing and Handlers

main.swift
http://localhost:8080/hello

import PerfectHTTP
import PerfectHTTPServer

let myRoute = Route(uri: "/hello") {
request, response in

response.appendBody(string: "{/R4F, 5!
.completed()

}

try HTTPServer.launch(name: "my.server.com”,
port: 8080,
routes: [myRoute])



http://localhost:8080/hello

Routing and Handlers

http://myserver/v1/adduser?username=foo&password=bar

var routes = Routes(baseUri: "/v1")
routes.add(uri: "/adduser") {
request, response in
guard let userName = request.param(name: "username"),
let password = request.param(name: "password") else {
response.status = .badRequest
return response.completed()
Y
// TODQ: Create the user
response.completed()



http://myserver/adduser?username=foo&password=bar

Routing and Handlers

http://myserver/v1/user/kylej

routes.add(uri: "/user{name}") {

request, response in

guard let userName = request.urlVariables['name"] else {
response.status = .badRequest
return response.completed()

}

guard let user = getTheUser(named: userName) else {
response.status = .notFound
return response.completed()

}

do {
try response.setBody(json: user)

} catch {
// handling the error like a good developer
print("\(error)")
response.status = .internalServerError

}

response.completed()

}

try HTTPServer.launch(name: "my.server.cn", port: 8080, routes: routes)



http://myserver/adduser?username=foo&password=bar

Multiple Servers

// start a single server serving static files Bol— 1" IRFZ 23 H T IEFRS G
try HTTPServer.launch(name: "localhost",

port: 8080,

documentRoot: "/path/to/webroot")

// start two servers. have one serve static files and the other handle API requests FIMNIRSZ 28 1 FES AT B LME
try HTTPServer.launch(

.server(name: "localhost", port: 8080, documentRoot: "/path/to/webroot"),

.server(name: "localhost", port: 8181, routes: [apiRoutes]))

// start a single server which handles API and static files Bai—"1" AR5 23E = Al AR BT 2B EF S X A FI 7S B
try HTTPServer.launch(name: "localhost", port: 8080, routes: [
Route(method: .get, uri: “/foo/bar") {
req, resp in
//do stuff
h
Route(method: .get, uri: "/foo/bar", handler:
HTTPHandler.staticFiles(documentRoot: "/path/to/webroot"))

)

// start a secure server BEI— 1 ARSZ 2R FH ZFHEPIIE

try HTTPServer.launch(.secureServer(TLSConfiguration(certPath: "/path/to/cert"),
name: "localhost",
port: 443,
routes: [apiRoutes]))




Best Practices
Ui

Test on Linux often —— {E A Linux; M3z
No Cocoa, no UIKi “EHIXLEIOS_ YR
Be careful with Foundation JINOME A E T R BN ZE

Some aspects are not implemented on Linux

1R ZFoundation BREERNR S HARELINnux ESCI
Name changes

mBAE (NSXxxx) ZMHRA
No Obj-C bridge, class introspection, modification

Linux_ETo & EObjective-CRRENE . EFE BN RIEX




Best Practices

BN, JRisT0ER

AY|

Error is the default —— BRE52:N
Anything on the net is a target

REEFTHERN, AERATSSHEZNKE IR
Do not force unwrap! T\%E}E%Uﬁ’j |
It will kill your server 25 BR55 2558 m
Security &4
Secure SSH access —E & XA UEB IR ITIEIL
Restrict non-HTTP(S) ports B % IEIEH H0 28 0% {E R

OWASP F i 5 BRI 4L X
hitps://www.owasp.org



https://www.owasp.org

Best Practices

f you store data: MRARSz= LIREFEIE, IA—TER

Backups

Backups
Backups
Backups

Use managed database system #UBEER G D HEIE

Most clouds have it
Aliyun, Tencent, Baidu, AWS




Best Practices

Avoid storing dynamic data on the server

B RS 2e LIRS EE

~lle uploads, database

EA0 CERISE . BE

Jse shared file system, S3

/>EIE/ _/\—_1’—)41/‘1:?\ 2L, I:I:vgl:l\ /%MSS
Permits horizontal scaling

'TEJ _7}<__E|:)L/E/?\é}tb




Best Practices

Do not share mutable data between threads
NBEFE 2%z 2 Bl HEZ B AV R
Structs are helpful

{FEFAStruct4S 4

‘hreading.Lock
‘hreading.Event

(FR SR TES
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Best Practices

Load testing Tz,

You are writing an app for many simultaneous users

/L;\ Ellj *E}_‘_’l__l'_:

Test under load, even for small site

1IN 120 1T Dz e,

B H1R/.
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Bots

N AREFEAF

3 SR 21/ 0)
DoS attacks I

seige, wrk, ab

a] DAfE

Test clients

] X £E

B 5% p% 52 201l

Paw, Postman




Other SSS Frameworks

Kitura
Many similarities in request/response model
5PerfectiRZEURIIE K/ Mo Nz A= EY
Tight integration with IBM tech, Bluemix, Watson
S EMIBMINARESER, WBluemixflWatson
Vapor
More high level
Maybe better for beginners
BOER T RRYEE
More constraints Z£ 8 ZBIFE )




Resources

Features & Benefits: Top Server-Side Swift Frameworks
https://goo.gl/gdtTtA

Linux Benchmarks for Server Side Swift vs Node.js
https://goo.gl/Qe3mGL


https://goo.gl/qdtTtA
https://goo.gl/Qe3mGL

Resources

Swift on Linux
https://swift.org/download

Join us on Slack #H X 4B
hitp://www.perfect.ly

Github
https://github.com/PerfectlySoft

Documentation

https://www.perfect.org/docs
Perfect Assistant

hitps://www.perfect.org/en/assistant



https://www.perfect.org/en/assistant

Thank you!

Kyle Jessup

PerfectlySoft Inc.
www.perfect.org
@kylej



