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» BN I ThAEARBR.
» DTS A INRERERR
» i2&8bug;

> fZBUEH];
» FIRE.

» MPAEEFACBERTBNEY.

BAVER A SR FIRE XL @S, MEFOSHETEm. AMBRNEETES: (J

HNEEMEIT—MBE, HITRIENIEFEMITHITIREER >

BN RTFRBERMN, AERBESRFEAEEH, HITRN2T T HEMINEERR>

RFART, DAk, MANTFEEbugT; ARMRENB, TUEBELELTHRAZRREMN—EXE, HBLYEITEREES T QQEFRRIOSE Fiki— Mbugld
HERBRIHOK, ARTEHEEMQE, B3 TRIMNREBCHFRRES EXIBRTIRERR>

SR, RFVELHESRNFEEE R, B FRMNFI T HMBPOGF~ M, RERSECHKFE»

BRIEZSME, BINAKEEN—R, BEFEAIRE, EBRERIIMS—ITAEREGFECBERBNEZY, MMBLKLIFEEZHRE; BRZENE, TE2MAE, M2
RIBE.

—BRMNFRTYEEBENIIR, EfieBARMAREIREI(1E “Think Different”. B DARG, XERFE I B TEHPRAMNSKL
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X E2sKEE, HEI0OSH R TEMN2M MG FAINABREY

A, %“%ﬁiﬁﬁ’]%ﬂ“ B ThRE RN BT, 4 ﬂ%ZIKi‘JJDT N SA= R
ALH, BENEH S BERRNGITF, FIBIEEFTENABRNFEIEERRIRIET

R, X2MHFRZIER, ¥PEIREANTXESE, EFXEENBEXATKR, BRI T .
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NI FAE TiIOSH m TI2REBRRREIRE, BTRIINEE, WABRXLEM. ERMEEIMNOSKAEL, BRYEFIREGHR, HXLILHLLRPBEMMETERN»



W, FEAIFTNIAR;

RIOSK FEMFEE TI2EE, —RE, HHSIMEE. 5—%, T,
LRI — P AP RSBHIAHE, BASHIBER TERMNERTLED TRERD T RMENER, LHEED T RGBHNZAA, NE...... HE A,
HREECHEFEAN— Mpp, Pixr, REAMFL



tean, XE—1EAERAE, AL A E&MIEE, 5Eiﬂ:mﬁ>Hagrld PMBEMNBR, MEALX2KEHTRRERN, EENEELTRERELER, Hik
THRZ. WARXEBY, REXDRRESEAMN, ENEARERTA



» MEEL /N, FEATIIAR;
» FHdumpdecrypteds AppHli 7 ;

FH, EXF
FrE MAppStore TEH RIApp, ERHSH/EMNE, BFEOIASTE, HHNHEE X G0, PBABEESApp#tiToT, MELITERE, WHRAHmER, AZMNIAE

= Zdumpdecrypted. »



FunMaker-SE :~/Containers/Data/Application/1A3596AC-1B0Q7-4772-8C00-C7048DE75BE9/Documents
mobile$ DYLD_INSERT_LIBRARIES=dumpdecrypted.dylib /var/containers/Bundle/Application/
8AC7077C-0479-4494-88B5-0A4E25FAF7D7/Pix1rExpressPlus.app/PixlrExpressPlus

mach-o decryption dumper

DISCLAIMER: This tool is only meant for security research purposes, not for application
crackers.

10SRE: uid = 501, euid = 501, gid = 501, egid = 501.

[+] detected 64bit ARM binary in memory.

[+] offset to cryptid found: @0x100034d98(from 0x100034000) = d98

[+] Found encrypted data at address 00004000 of length 7438336 bytes - type 1.

[+] Opening /private/var/containers/Bundle/Application/8AC7077C-0479-4494-88B5-0A4E25FAF7D7/
PixlrExpressPlus.app/Pix1lrExpressPlus for reading.

[+] Reading header

[+] Detecting header type

[+] Executable is a plain MACH-0 image

[+] Opening PixlrExpressPlus.decrypted for writing.

[+] Copying the not encrypted start of the file

[+] Dumping the decrypted data into the file

[+] Copying the not encrypted remainder of the file

[+] Setting the LC_ENCRYPTION_INFO->cryptid to @ at offset d98

[+] Closing original file

[+] Closing dump file
FunMaker-SE:~/Containers/Data/Application/1A3596AC-1B07-4772-8C00-C7048DE75BE9/Documents
mobile$ 1s

Pix1lrExpressPlus.decrypted dumpdecrypted.dylib

MR ARSIT MRIERN, KRNERE, MEALRTHFXMPEINEF, FREZFEELBBNMAENR AL, RELLBHMEBIFRAAEE. REERNEXNER
EdecryptedRY>C i, BUEABTE Z 7 HYRA S 3 HISCH >




» M. /N, SHAMTAR;

» Fdumpdecrypted4s AppiiF: ;

» Fclass-dumpS i Objective-Ck 3T 14,

B=F, EXF

KR NiZFE, Objective-CE—[1RBIAGITN"IIES, ENRZVRAZERIEN, MEEETRHREN. BEXFXMYSTN M, BN AHIT MRS REE
EAEXHLBEEM TRZER, XEEE AL ARTEMIERE— #5532 HFr0bjective-C3L 305

XEIERN A RSN, RINEEEEUAE»



FunMaker-AMBP:Pix1lr snakeninny$ 1s

Pix1lrExpressPlus.decrypted

FunMaker-AMBP:Pix1lr snakeninny$ class-dump -SsH ./PixlrExpressPlus.decrypted -o .
FunMaker-AMBP:Pix1lr snakeninny$ 1s
ACGCoverVerticalOverCurrentContextAnimatedTransition.h IMRenderView.h
ACGDownloadManager.h IMRenderViewController.h
ACGFeatureManager-Session.h IMRenderViewDelegate-Protocol.h
ACGFeatureManager.h IMRenderViewDismissDelegate-Protocol.h
ACTStub.h IMRenderingUtilities.h

ADTEaseBackIn.h IMRequest.h

ADTEaseBackInOut.h IMRequestBuilder.h

ADTEaseBackOut.h IMRequestStatus.h

ADTEaselLiner.h IMResizeProperties.h
ADTEaseNoParam-Protocol.h IMResponse.h

ADTEaseParaml-Protocol.h IMRichMediaDelegate-Protocol.h

IMPublisherProvidedInfo.h __ARCLiteKeyedSubscripting__-Protocol.h
IMRdbmsDataStore.h awManifestManager.h
FunMaker-AMBP:Pix1lr snakeninny$

Xs2class-dumpZ BIAMZ 5, BRTXHRIXTLE. dumpsl, RE— PSR decrpted>F; dumpzfa, %7 —KELSCH»



//

// Generated by class-dump 3.5 (64 bit).

//

// class-dump is Copyright (C) 1997-1998, 2000-2001, 2004-2013 by Steve Nygard.
//

#import "NSObject.h"

__attribute__((visibility("hidden")))
@interface PXRDevice : NSObject

{

ks

(_Bool)isI0S8;
(_Bool)isIPadMini;
(_Bool)isIPhone4_4s;
(_Bool)isIPhone5_5s;
(_Bool)isIPhone6Plus_6sP;
(_Bool)isIPhone6_6s;

@end

?‘H:F,H\EP%/I\%i#F, REMNECEMNERRBES, AEEESS. MZEFTEZEL, FITUMRAEE LT @BXPENER, SINETRNER IRRE THE
RANZER. »



» ML BN, FERAOMTARK;
» FHdumpdecrypteds AppHli 7 ;
» Fclass-dump5 i Objective-Ck 30 #4;

» FACycriptE L B Fr B ;

el

AL, BLFo
RIZRE], FAIRXEBH, —REAFELEAEZINIAR. MX—PFE, FNASMFREATF, FACycriptix P TEREMINENBFRAMKXZMNEFHEE. »



Cycript, &Cydiaz X
UIViewRIZ4 R .

MEXPMNRAELERESR, X PMELE—H, EEEFEEXR. RAFKIINIA
“UlLabels

H, 2—
RIS FATRTAE R,

XMERANERGTX, BRBEFMERT AEUNViewZ BINXR, HFEZH, &
PXRPackDetailViewCell,

FunMaker-SE :~/Containers/Data/Application/1A3596AC-1B0@7-4772-8C00-C7048DE75BE9/Documents

mobile$ cycript -p PixlrExpressPlus
cy# [[UIApp keyWindow] recursiveDescription].toString()

I I I I I I I I I
baseClass = UICollectionViewCell; frame =
NO; layer = <CALayer: 0x13040bfed>>

I I | | I I I I I I | <UIView:
100 100); gestureRecognizers = <NSArray: 0x13040de@0>; layer =

| I | | | I | | | I |

= (0 0; 100 100); opaque =
<CALayer:
| I | | | I
85.5; 100 14.5); autoresize =
I

NO; autoresize = RM+BM;
0x13040c610>>

| | | | |
RM+BM; layer = <CALayer:
| | | | | | | | | | |
0x13040e180> (layer)

| | | | | | | | | | |
(0 85.5; 100 14.5);|text = 'Hagrid'; opaque = NO; autoresize =
= NO; layer = <_UILabellLayer: 0x13040cb50>>

I | | | | | | | I
308.5; 594 2.5); alpha =
= <CALayer: 0x12edlfe70>>

I I | | | I | [ | | <UITImageView:
510; 2.5 7); alpha = @; opaque = NO; autoresize = LM;
<CALayer: 0x130009320>>

| <UIImageView:
@; opaque = NO; autoresize = TM;

cy#
CSaurkFFEZM—X TR, SEBHNSHIEARMERE, RITEBBETIRINRE.

7 RBRYIE R “Hagrid”,

st
2 2ZUICollectionViewCellfi— 1P+, »

<CALayer:
| <UIImageView: 0x13040c460; frame
userInteractionEnabled = NO; layer =

userInteractionEnabled =

| <PXRPackDetailViewCell: 0x13040c0@a0;
(215 210; 100 100); clipsToBounds =

YES; opaque =

0x13040c2d0; frame = (0 0;
0x13040c440>>

| <UIView: 0x13040c700; frame = (@
0x13040c870>>

| <CAGradientLayer:

| <UILabel: 0x13040c940; frame =
RM+BM; userInteractionEnabled

0x130031900; frame = (3

userInteractionEnabled = NO; layer

0x130031ab@; frame = (314.5
NO; layer =

XEBRMRBETRN, SEHEANT Pixirit
> FTA— B R ESIRR,

#H/Dpsubview. FrLAIX

AR AR E L

X UlLabelfl FE, TiE—

Hi2E, fIENHSRIFEATA

F|“Hagrid” BT E RV R

0



M /N, FEOMTAR;
Fldumpdecrypted?5 AppAli 7T ;
Ficlass-dump5 1 Objective-Ck 3215 ;
FACycriptE i B xR ;

R EX B R4 B I UIViewControllersidelegate ;

$54, EXF.
EMVCIRITERE, ViewRE—1ER, SR EMNI FZENELNIEZE, NYE,
FrL F 802 O B SE R IX ) View X K2 ControllerfIModel £ . »



cy# [[LUIWindow keyWindow] rootViewController] _printHierarchy].toString()
"<UINavigationController 0x12e@c4a00>, |state: appeared, view:
<UILayoutContainerView 0x12df56490>\n | <LaunchViewController

0x12df48c70>, state: disappeared, view: <UIView ©0x12df149a0> not in the
window\n | <MainEditorViewController 0x12e@3c600>, state: appeared, view:
<UIView 0x12f554720>"

BE=—/FRERcontroller, ELEEBEMN, BINREEIRAXNABAE, “_printHierarchy”, PR EKYFIHASE“appeared”ficontroller, FAT A ERL R /i 57 E A
controller. »



cy# [#0x13040c0ad nextResponder]
#"<UICollectionView: 0x12f8d2600; frame = (@ 8@; 320 314); clipsToBounds
= YES; autoresize = RM+BM; gestureRecognizers = <NSArray: 0x1301bce80>;

layer = <CALayer: 0x1301bb650>; contentOffset: {0, 0}; contentSize: {320,
940}> collection view layout: <UICollectionViewFlowLayout: 0x1301bd710>"
cy# [#0x12f8d2600 delegate]

#"<PXRPackDetailView: 0x1301ball@; frame = (@ @; 320 394); autoresize = W
+H; layer = <CALayer: 0x1301b7d60>>"

ZH—viewhdelegate, R . FHIHH—IXnextResponder, EZFIN|A BB PXRPackDetailViewCellfsuperview, %&IZ—UICollectionView; ABEIEARH—X
delegate, FEATLAEZIEHUICollectionViewDelegate, thih2PXRPackDetailViewld



M. /B, FEHOTITDAR;
Fldumpdecrypted?5 AppAli 7T ;
Ficlass-dump St Objective-C3k 314 ;

FACycriptiE iz Bt A ;
R EX B R4 B I UIViewControllersidelegate ;
f£controllerfyk > {4 Fh T $ ik 22 Tk

Z3 7 BFrE fdelegate, BIPXRPackDetailViewx f&, LA LATEclass-dump it Bk S AR S0 P 2R T I i,




//
Generated by class-dump 3.5 (64 bit).
//

class-dump is Copyright (C) 1997-1998, 2000-2001, 2004-2013 by Steve Nygard.

//
#import "UIView.h"

@class EffectPack, MenuItem, NSArray, NSLayoutConstraint, PXRProgressIndicator, UIButton, UICollectionView,
UILabel;

__attribute__((visibility("hidden")))
@interface PXRPackDetailView : UIView
{
_Bool _isSetupMenuItemDownloadObserver;
MenuItem *_packMenuItem;
CDUnknownBlockType _effectTappedBlock;
CDUnknownBlockType _downloadTappedBlock;
UIView *_topContainerView;
UILabel *_titlelabel;
UICollectionView *_colView;
UIButton *_downloadButton;
NSLayoutConstraint *_downloadButtonTrailingConstraint;
PXRProgressIndicator *_downloadProgressIndicator;
EffectPack *_effectPack;
NSArray *_effects;
NSArray *_stylizeEffects;
ks

- (void).cxx_destruct;

- (void)awakeFromNib;

@property(nonatomic) __weak UICollectionView *colView; // @synthesize colView=_colView;
- (id)collectionView:(id)argl cellForItemAtIndexPath:(id)arg2;

- (void)collectionView:(id)argl didHighlightItemAtIndexPath:(id)arg2;

- (void)collectionView:(id)argl didSelectItemAtIndexPath:(id)arg2;

X & PXRPackDetailViewRy 3k 3X 4, K FhSLBIZEMTEZEREE. »
miE—UlICollectionView, AIEERIXNTTESEIER, REMERT ™



M. /B, FEHOTITDAR;
Fldumpdecrypted?5 AppAli 7T ;
Fclass-dumpS i Objective-Ck 304 ;

FACycriptiE iz Bt A ;

R EX B R4 B I UIViewControllersidelegate ;
fEcontroller ) Sk > AR T $ Bk 22 B 3F ;
FAHopperFLLDBRYH & 1F R 18 FHiZ 4 ;

BTk, iR IEZNERZE, FAHopperfLLDB, —#—sifHEZE, RERENA BN T ENFIEZET. »
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(11db) br s -a 0x0000000000068000+0x000000010005cc80

Breakpoint 1: where = PixlrExpressPlus’ -[PXRPackDetailView collectionView:didSelectItemAtIndexPath:] + 52,

address = 0x00000001000c4c80

Process 4056 stopped

* thread #1: tid = 0x5c863, 0x00000001000c4c80 PixlrExpressPlus’ -[PXRPackDetailView

collectionView:didSelectItemAtIndexPath:] + 52, queue = 'com.apple.main-thread', activity = 'starting resolver

activity', 32 messages, stop reason = breakpoint 1.1
frame #0: 0x00000001000c4c80 PixlrExpressPlus’-[PXRPackDetailView collectionView:didSelectItemAtIndexPath:]

+ 52

Pix1lrExpressPlus’ -[PXRPackDetailView collectionView:didSelectItemAtIndexPath:]:

-> 0x1000c4c80 <+52>: bl 0x100608000 ; symbol stub for: objc_msgSend
0x1000c4c84 <+56>: mov x29, x29
0x1000c4c88 <+60>: bl 0x100608060
0x1000c4c8c <+64>: mov x22, X0

(11db) p (char *)$x1

(char *) $0 = 0x00000001006d94d7 "effectTappedBlock"

(11db) ni

Process 4056 stopped

* thread #1: tid = 0x5c863, 0x00000001000c4c84 PixlrExpressPlus’ -[PXRPackDetailView

collectionView:didSelectItemAtIndexPath:] + 56, queue = 'com.apple.main-thread', activity = 'starting resolver

activity', 32 messages, stop reason = instruction step over
frame #0: 0x00000001000c4c84 PixlrExpressPlus’-[PXRPackDetailView collectionView:didSelectItemAtIndexPath:]

+ 56

Pix1lrExpressPlus  -[PXRPackDetailView collectionView:didSelectItemAtIndexPath:]:

-> 0x1000c4c84 <+56>: mov x29, x29
0x1000c4c88 <+60>: bl 0x100608a60
0x1000c4c8c <+64>: mov x22, x@
0x1000c4c90 <+68>: cbz x22, 0x1000c4d14 ; <+200>

(11db) po $x0

<__NSMallocBlock__: 0x12fe@4930>

; symbol stub for: objc_retainAutoreleasedReturnValue

; symbol stub for: objc_retainAutoreleasedReturnValue

(11db) memory read --size 8 --format x 0x12fe@4930
0x12fe04930: 0x000000019f449658 0x0000000ACc3000002
0x12fe04940: 0x0000000100088b74 0x0000000100787c00
0x12fe@4950: 0x000000012e716edd 0x000000012f000400
0x12fe04960: 0x000001a19f44bf19 0x0000000100000788
(11db)

XFHEFLLDBE ST o LLDBRLZ AR EXcode 2 ERAIATAEINFNA IR, NIZEAEL, RATEXcodelFIll, —RASARA
XEFHARAT, BRAXBHUARKEE—TLM R, BHTARBRERMNEFA TR, FE! »
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MEE B, FHAMVIAR;

FldumpdecryptedZ5 Apphli 7z ;

Ficlass-dump S Objective-C3k 4 ;

FACycriptE L B PR A ;
$REY B #Rr4% B I UIViewControllersi delegate ;
FEcontrollerfy sk S04 F R ik 22 it ;

» FHopperAILLDBRIZEEIE R 1E FAIZ4E;

» FATheos4s SiEft.

RE—2, BEERET. ¥FEIEMINAL, —REAETheos, ACARGEMEXRE=ZTHIENIIEEE, KR MNESEFLNEN. »



/* How to Hook with Logos

Hooks are written with syntax similar to that of an Objective-C @implementation.
You don't need to #include <substrate.h>, it will be done automatically, as will
the generation of a class list and an automatic constructor.

%hook ClassName

// Hooking a class method
+ (id)sharedInstance {
return %orig;

}

// Hooking an instance method with an argument.
- (void)messageName: (int)argument {
%log; // Write a message about this call, including its class, name and arguments, to the system log.

%orig; // Call through to the original function with its original arguments.
%orig(nil); // Call through to the original function with a custom argument.

// If you use %orig(), you MUST supply all arguments (except for self and _cmd, the automatically generated
ones.)

}

// Hooking an instance method with no arguments.
- (id)noArguments {

%Log;

id awesome = %orig;

[awesome doSomethingElse];

return awesome;

}

// Always make sure you clean up after yourself; Not doing so could have grave consequences!
%end

4

XLEETheosIEAEL, FHER, AR—FHRET, JIFFIFTERAZLIHE. RERRFT»
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fiiA, PHPis a hammer, thit2—EE T X‘HEK"XEEWL)EE BENAZETAS, TEELENETFEE, MAETF, MER(AXEEFERTA, BINNEAFERE,
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