BBBBBBBBBB 7

OS App i 77 £ TSt B
— 1 EHRETHIRKEH

SPEAKER / victorhuang

- gggggbaﬂg)- InfoQ



(Android® o) [HBESEER) FE Z—
+ FN5REEAKIRIOS
- RERE

IS

INTERNATIONAL SOFTWARE DEVELOPMENT CONFERENCE Qcon [:l t;‘?—\ ﬁll_'-l ] 20 1 7



PSR T U E

=GN = =)0 01T, Bl

E o — JZ7 :EI:Q::/_\
-J ij/HfI\ //||J$ = }\A/)ﬂu /,/Z
R IRZE R CPU, W&k, W%, B=
=4+ = — 31>\ — - A
tern, LR, KA LZHEFEMEE: WE, NN
RN/ RREM

||||:|

o, BN, 7EMA, HFEEbugdhIE ik

JKETNEE os& os kernel, %% / B\, &M@, JEA, hook

INTERNATIONAL SOFTWARE DEVELOPMENT CONFERENCE Qcon [j t:';_"—\ ﬁl‘lj] 201 7




HF RS PRV LR

Mv Q | & i

B 22 Q N © = o B 8 < i test ) B CoreFoundation ) ¢ _NSMallocBlock__ ) ¢ 0x100853940 ) () 0x100962¢cc0 <A

7~ NSO Runtime (@)

r = test - 3138 4 issues

v [ Memory Issues - (4 leaked types)
v [ 4 instances of __NSArrayl leaked
[ 0x100859620

1 0x100855c30 BRSO, XM TESTHNEBEEMOE (EIEF3IH)

) 0x100966230

Instruments P

v [ 4 instances of __NSMallocBlock__
leaked

) 0x100956360
) 0x10095edd0
0x100863510

v [} 4 instances of testViewController
leaked

) 0x100858860
) 0x100954040
B 0x100962cc0
£} 0x100962fd0

v [ 4 instances of UINavigationitem
leaked

) 0x10085b320
) 0x10085d4c0
) 0x10096bdc0
) 0x10096bed0

K
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XCode
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| EAKCANARY, NEDTHS

> onCreate()

:

onStart() - onRestart()
* A
80 L onResume() onDestory:
| :

gy (2=
I B— A EBRBNE activityXJ & weekReference
A AE R
'
onDestroy()
;

‘ iZ @] E—4NET)
onStop() l

P TR ES J
| Timer3zn|
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BEmEa4anEEE: VCLEAKDETECTOR

W E AT view, WIEMviewR % /)getter
loaaViewZ i & fiview

@property (nonatomic,weak) UIViewControllerx weakVC;

loadView

view In#k 5 G & Ui fiviewDidload, 1iRd A fiview

viewDidlLoad

viewBl1§ 2 or. EtRpuperview—& Anil, VleWDIlesap pear.
BiviewiL & R M —fviewz P

viewWillAppear

Vew2 2SR, S —viewth viewController weekVC

viewlF AR, IR A
Ml firemovefromSlperView

viewWillDisappear
RN

viewhsuperviewh il 7

viewDidDisappear

view X B34 & R
AEALS

viewDidUnload
X RY W Eview

y TR
dealloc View) & 4 & HA

-
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O [Magnifier2#rz=][ios_yellow_log_analysis]LEAK OF VIEW CONTROLLER <QQWebViewController>(1 time) ID: 56328633 -

FHES SVNEZZ (0) M (10) B ~

XKPRENSHNE ? AGERRLEERE ~:
http://10.185.21.209/cloud_regression/bug_feedback/?product=%E6%89%8B % E6%9C%BAQQ%28I0S%29&bug_type=ios_yellow_log_analysis

Rainbow Log:

VC memory monitor:POSSIBLE LEAK OF VIEW CONTROLLER <<QQWebViewController: 0x109dd0800>>, version:6.7.0.26991_Checkin_287677_01-

20 11:01 , systemVersion:Version 10.2 (Build 14C92) , device type:iPhone 6 .feedBack uin:36428816, The Opration sequence is:(
<QQNavigationController: 0x109876400> PopVC: <QQWebViewController: 0x109dd0800>, _
<QQNavigationController: 0x109876400> PushVC: <QQWebViewController: 0x109dd0800>, iweb Il

a, HIIVCHR

il
o

<ARMapViewController: 0x119cf5060> PresentVC:

<QQNavigationController: 0x109876400> SetVCs:< -
<QQNavigationController: 0x109876400> SetVCs:< -
<QQNavigationController: 0x109876400> PushVC: - -
<QQNavigationController: 0x109876400> PushVC: .
<ARMapWGSplashViewController: 0x109b30e00> [

<QQRecentController: 0x10985e400> PresentVC: < -

)
[*"LeakCheck™] Leak addr:0x109dd0800, type:VC name:QQWebViewController, leak num:1 stack:

Alloc stack:

D QQ +INSObiject(Leak) leakAlloc] (in QQ) (UIViewController+Leak.m: s‘ﬂ’;ﬁa’\jmﬁﬁmé
1 QQ -[ARMapCountView topCloudTapAction:] (in QQ) (ARMapCountView.m:523) é

JIKIt Ox18eba3000 Ox18f17af8l
3 UIKit Ox18eba3000 0x18f17e688
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i

FE525/H, Boj+1

~webView = [ [ - alloc] 1nitWith:realURL forStyle:QQWebViewStyle_TopBar);
_webvliew.lsuvameriaying = -

_webView.stackStyle = QQViewControllerStackStyle_ Push;

_webView.1sPushViewController = -

_webView.title = -

UINavigationController *nav = (UINavigationController )|
annMNMNTahBRarNantral Tar oo1an+nAw4omhnn+roller;

[nav pushViewControllerAnimated:_webView];
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View
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Controller
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Android 10S
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unreachable: Jx BIEiTEX = FEAAIIARN/F 0L
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e HOOk
e OC: 7|

Imethod_exchangelmplementationsiz &

o IC++ANBATN?

* |

IR

=R

=alloc, dealloc
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S #3208 MallocStackLogging

Info Arguments Options Diagnostics

Runtime Sanitization

Logging Malloc Stack
All Allocation and Free History

W uicl U

> 'l"'l Profile

Release

Analyze
> a Debug

: | Zombie (Wjects
> p Archive J

Release
Logging Malloc Stack

All Allocation and Free History

| Dynamic Linker API Usage

Dynamic Library Loads
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https://opensource.apple.com/source/Libc/Libc-594.1.4/gen/malloc.c

flag = |getenv("MallocStackLogging");
if (!flag) {

flag = getenv("MallocStackLoggingNoCompact");

stack logging dontcompact = 1;
}
// For debugging, the MallocStackLogging or MallocStackLoggingNoComp
// values of "memory", "disk", or "both" to control which stack logg
// in the flag variable, and the strtoul() call below will return 0,
// value of flag. The default stack logging now is disk stack loggi.
if (flag) {

unsigned long val = strtoul(flag, NULL, 0);

if (val == 1) val = 0;

if (val == -1) val = 0;

if (val) {

malloc logger = (void *)val;
~malloc printf(ASL LEVEL INFO, "recording sta

} else if (strcmp(flag, "memory") == 0) {
= (malloc logger t *)stac
~malloc printf(ASL LEVEL INFO, "recording malloc

} else if (strcmp(flag, "both") 0) {
malloc logger = stack logging log stack debug;
~malloc printf(ASL LEVEL INFO, "recording malloc

} else { // the default is to log to disk
malloc logger = disk stack logging log stack;
~malloc printf(ASL LEVEL INFO, "recording malloc

INTERNATIONAL SOFTWARE DEVELOPMENT CONFERENCE

—logging_

sing recor
log stack;
stacks in m

stacks to b

stacks to d

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

#define
#define
#define
#define

stack_logging_type_free 9
stack_logging_type_generic 1
stack_logging_type_alloc 2
stack_logging_type_dealloc 4
stack_logging_flag_zone 8
stack_logging_flag _calloc 16
stack_logging_flag_object 32
stack_logging_flag_cleared 64
stack_logging_flag_handle 128
stack_logging_flag_set_handle_size 256

MALLOC_LOG_TYPE_ALLOCATE
MALLOC LOG_TYPE_DEALLOCATE
MALLOC_LOG_TYPE_HAS_ZONE
MALLOC_LOG_TYPE_CLEARED

stack_logging_type_alloc
stack_logging_type_dealloc
stack_logging_flag_zone
stack_logging_flag_cleared

static void , OFMallocLogger(unsigned type, uintptr_t argl, uintptr_t art

num_hot_frames_to_skip)

if(type & stack_logging flag_zone) {

type &= ~stack_logging_flag_ zone;
switch (type) {
case stack_logging_type_alloc:
_____________________ zone=%p size=%d ptr=%pl\n", arg:
break;
case stack_logging_type_alloc | stack_logging_flag_cleared:
zone=%p size=%d ptr=%pl\n", arg:

o - —————————

break;

B e e e = avas o S EE e s - e e o anes o

break;

----------------------

break;

----------------------

result):
break;

QConiit=1512017


https://opensource.apple.com/source/Libc/Libc-594.1.4/gen/malloc.c

IABGHTEXN R AL S %

e HoOkK

« OC: FJAHmethod_exchangelmplementations}z

e C++ ANMHK
o C++ 7MWK

NATIONAL SOFTWARE DEVELOPMENT CONFERENCE

Jaan

}

='alloc, dealloc

NN A TEER, malloc_loggerigl B B 1%

AN flshhook hook: malloc, calloc, free
REGMEN RETE
NIFHU S %
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ABIETT R =

A ~ ' A | — N\ T
[cur = (uintptr_t)header + sizeof(struct mach_header_64);

— 7" for (uint 1 = @; i < header->ncmds; i++, cur += cur_seg_cmd->cmdsize)
__objc_class

> Section [ TEXT,

g Sl S Dt cur_seg_cmd = (struct segment_command_b4%)cur;
* Section (_TEKT,_Dbjc_thhl 1f((cur_seg_cmd->cmd==LC_SEGMENT_64)&&(strcmp(cur_seg_cmd->segname, SEG_DATA)==0|
» Section (_TEXT, symbolstul - | stremp(cur_seg_cmd->segname, SEG_DATA_CONST)==0))

> Section (__DATA,_ lazy symb uintptr_t cur_seg_base
» Section (__DATA, _nl_symbol, : et
» Section (__DATA, cisisie for (uint j = @; j < cur_seg_cmd->nsects; j++)
> Section L_DATA,_DD]G_GI&SI;‘ ' sect = (struct section_64 *)(cur + sizeof(struct segment_command_é4)) + j
> Section (—DATA'—Dbjc—pmtc‘.p char;ltmp_data_name[lél = SECT_DATA;

» Section (__DATA,_ objc_imag:t if(strcmp(sect —> sectname, SECT_DATA)==0 || strcmp(sect -> sectname,
SECT_BSS)==0)

slide + cur_seg_cmd->vmaddr - cur_seg_cmd

» Section (__DATA, objc_cons I/ {
| 3 e 1t o vm_range_t tag;
Section L—DATA'—Db’c~selre tag.address r_seg_base + sect->offset;
» Section (__DATA, objc class . tag.si sect->size % sizeof(void %x);

memory check ptr_in_vmrange(tag);

» Section (__DATA, objc _supe K
Section (__DATA,_ objc_ivar)

- data)

~ : .
1 5 On L ]
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JETSAM EVENT

ANFSENEREENAFERRESENE

When Jetsam needs to reclaim memory, it kills
lower priority processes first

It also kills any process that goes over its limit.
or high water mark

https://vimeo.com/140377195
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iphone#1 &
iphone4. iphone4s 200Mb
iphone5. iphonebs. iphone6. iphone6s 300Mb

INTERNATIONAL SOFTWARE DEVELOPMENT CONFERENCE iphone se, iphone6s. iphonebsp. iphone7. iphone7p 800Mb



SNGAPM

A 1EFR

¢ it

Tl

o Tt

£ BUGLE

B sy

P Tr=E

A

| S—

15

= R0~

FH1.QQ(iC

17:14:50

2017-04-14
17:12:49

2017-04-14
16:50:13

2017-04-14
16:46:44

2017-04-14
16:45:08

2017-04-14
16:45:08

2017-04-14

12.AN.NH4

INTERNATIONAL SOFTWARE DEVELOPMENT CONFERENCE

IPhone7,2

IPhone9,2

IPhone

6Plus

IPhone9,2

IPhone9,2

IPhone9,2

10.3

10.3.1

8.1.1

10.3.1

10.3.1

10.3.1

chunk_malloc
chunk_malloc
normal

chunk_malloc
chunk_malloc

chunk malloc
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m [ OOMDetector] QQGifDecodelfATE ID: 56690069 IKZA: XA

FHES SVN#23Z (0) LEHE (3) EE teiEAE Bt S

Total memory occupied by the target stack:296.610000mb; 206 MBI N 1%

Total object that allocate by the target stack and still unfreed in memory:1240

user infos:
uin:’ occur_time:2017-03-03 13:01:53
uin:: dccur_time:2017-03-02 22:07:51
uin:: bccur_time:2017-03-02 11:59:43
uin: dccur_time:2017-03-02 19:01:06
stack:

"0 libsystem_kernel.dylib 0x197ed8000 0x197ed3740"

"1 CoreGraphics 0x187294000 0x18729eb88"
"2 CoreGraphics 0x187294000 0x18729e9c0"
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ADDRESS SANITIZER

Heap buffer overflow
Stack buffer overflow

Global buffer overflow

dangling pointer

Use-after-free

Double-free
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ADDRESS SANITIZER

Info Arguments Options Diagnostics

Runtime Sanitization Address Sanitizer

Memory Management

- Zombie Objects

Logging

N

All Allocation and Free History

- Dynamic Linker APl Usage

- Dynamic Library Loads
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To3EFFANEWMONKEY /M B 51t

e 3.A4ERNFHAEERJetsam:
o FH7s, V\j@)\ﬂ%, 207 ¥ fGCRASH
o RIS, emonkey@EBoRIES
o RS crash
o IEBNNZZEN-continue-after-error
e monkeylCx g Y12
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« {FAIFITR: ASAN, XCode, Instruments
« FIHRGEIE: REE AR
» AR ITANR:
xcode(malloc_logger), LLDB
« FlIAhookIZE RETENEN :
fishhook,method_exchangelmplementations

« FIAHWhookINEERYIRISEE ST
fishhook@{o] i@ FSECT DATA, 3XEVE /X

p
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* Flipboard/FLEX  https://github.com/Flipboard/FLEX

» FaceBook iosN{Fprofile TE 4124 https://code.facebook.com/
00sts/58394631509434 7/ /automatic-memory-leak-detection-on-ios/

e jetsamyT43: https://vimeo.com/140377195 , http://
newosxbook.com/articles/MemoryPressure.html

e malloc)RiS: https://opensource.apple.com/source/Libc/Libc-166/
gen.subproj/malloc.c
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