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Mach in General
• Mach. . , 

 server . 
.  

•  Mach.  
Server.  IPC. 

• IPC . Context switch, memory 
mapping, cache missing, etc. 



Mach in OS X
• . . 

• Mach , 
. 

• thread Object, task Object, scheduler, clock object, 
VMM, processor object, synchronization object. 

• IPC: mach messages/ports. . 
 kernel , 

, .



Mach in OS X
• : host object, processor object, 

processor set object, clock object. 
• : task, thread, exception handling. 
• : mutex, spinlock, semaphore, rwlock. 
• .



Mach: task & thread
• thread: .  
• task: .  threads, memory space, etc. 
• task . BSD  task 

. 
• thread. BSD  thread .
•  API. , , 

, ,  port, etc.



Mach: 
• . , , , , CPU 

Affinity.  
• . : ; : 

. 
• : Handoff, , 

 Mach  
• : Continuation. 

. . . 
• : Asynchronous Software Trap.  Linux  

SoftIRQ,  trap .



Mach: exception handling
•  Mach message.  
•  exception handler: mach_msg()  mach 

message  exception port. . 
• exception port: . thread, task and host 
•  exception  BSD , 

  Unix signal. BSD  host exception port. 
• Crash reporter (launchd  task exception port 

) / Debugger (  debugger  
exception port)  handler 

.



Mach: 
• . pmap. , , TLB 
• . vm_map, vm_map_entry, vm_object, 

vm_page.  
• . pager.  pager . 

 back store . pageout kernel 
threads  page list . 

• Freezer. (iOS) 
•  API. . 



BSD 

VFS, Networking, Process management, User/Group, …

POSIX 

 Mach ,  
FreeBSD .



BSD : 
• BSD  Process  Mach  task  

•  fd list, uid/gid, , tty, signal 
, 

• BSD  Thread  Mach  thread  

• Mach : task_for_pid().  
• . ptrace() .

struct task { void * bsd_info; } <-> struct proc { void * task; }

struct thread { void * uthread; } 
<-> 

struct uthread { struct vfs_thread { thread_t vc_thread; } * uu_context; }



BSD : 
•  Loader  

BSD . 
• Mach-O .  Fat binary.  Load Command 

.  LC_SEGMENT 
/ , LC_CODESIGNATURE  

.  ELF  section, PE  
table. 

• dyld. OS X  loader. 



BSD : 

• VFS. . disk image. APFS 
• . 
• User/Group . 



BSD : POSIX

,  POSIX , 
, ,  Mach 

.



IOKit
Driver framework 

C++ 

libkern: 



IOKit: IORegistry
•  IORegistry  
• IOKit driver  IORegistry 
• IOKit driver  IORegistry 

. 
•  API. : ioreg. GUI: 

IORegistryExplorer.



IOKit:  



OS X  iOS 
• . 
• iOS: Jetsam 
• iOS: Sandbox 
• iOS: Entitlement 
• iOS: Encrypted image



• http://opensource.apple.com 
• Mac OS X Internals by Amit Singh 
• Mac OS X and iOS Internals: To Apple Core, by 

Jonathan Levin.

http://opensource.apple.com
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