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. APMzLE)-Bytecode APMC

—. MJavaiifi5 F]Dalvik Bytecode
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JD-GUI dex2jar
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Example Java source: Foo.java
class Foo {

public static void main(String[] args) {
System.out.printin("Hello, world");

}

public int method(int i1, int i2) {
inti3 =11%*i2;
returni3 * 2;
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$ javac Foo.java
$ javap -v Foo

public int method(int, int);

flags: ACC_PUBLIC

Code:

stack=2, locals=4, args_size=3

iload_1
iload_2
:imul
istore_3
iload 3

iconst_2
el Stack

ireturn Before
LineNumberTable: valuel

line 6: 0 value2
line 7: 4

NouhkhwhrROoO

After
result

CimuldE 47 B (486

APMCL



. APMzLE)-Bytecode APMC

$ dx --dex --output=Foo.dex Foo.class
$ dexdump -d Foo.dex

Virtual methods -

#0 : (in LFoo;)
name : 'method’
type (Inr
access : 0x0001 (PUBLIC)
code -
registers :4
ins :3
outs :0
insns size :5 16-bit code units
00018c: |[00018c] Foo.method:(II)I
00019c: 9200 0203 |0000: mul-int v0, v2, v3
0001a0: da00 0002 |0002: mul-int/lit8 vO, v0, #int 2 // #02
0001a4: 0f00 |0004: return vO
catches : (none)
positions :
0x0000 line=6
0x0002 line=7 9200 0203 )
locals  : . 92: mul-int
0x0000 - 0x0005 reg=1 this LFoo; blnop vAA, vBB, vCC

00: vO (destination register)
02: v2 (first resource register)
03: v3 (second ...)
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Java bytecode vs. Dalvik bytecode

ol R L i B (stack vs. register)
int: 323 = 1T % 42;
return 13 * 2Z;
L.var g is *this™ ] £this: wl  [Iteasit2r ) }
var 1 ods argument #1 parameter[07] = w2 (I}
Srar 2 is argument #2 parameter[1] : w3 (I}
method public method(II)I
Tload 1
iload 2 method public method{(II) I
imal mul=—int vO,.vZd . v3
istore 3 mal—int/1it—-8 «0,w0,2
iload_ﬁ return w0
iconsE 2 .end method
imaul
Treturn
snd merthed EEDTEE | Dawik__|
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LIREUITVETF a6 B 18]
public void xxoo () { ‘//////
| long startTime = System.currentTimeMillis () }
try {
doXX () ; 2ARMITVESE RN 8], It ST I [A]
doQ0 () ;
3. BARRbR A SR
long endTime = System.currentTimeMillis({()
long callTime = endTime — startTime;

APM.reportMetric ("xxoo", callTime) ;
} catch(Exception ex) {
LAPM.TEPOTLETTrOY ("XX00 ",
ex.getMessage (),
ex.getStacktrace (})

throw ex;
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Static analysis

Disassemble Reassemble

m (baksmali) (smali) m

&=y ™ a

Code injection
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—.. native inline hook



:APM;‘gfm-Hook APMCn

Hook function is called, which in turn
calls original function
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ARM Instruction Layout Summary

313029282726252423222120191817161514131211109 8 7 6 56 4 3 2 1 0

Multiply cond 0/|0/0|0|0O|O0O|A|S Rd Rn Rs 110|101 Rm
Data Processing cond 0|0 1| op-code |S Rn Rd #rot 8-bit immediate

. cond 0({0|0| op-code |S Rn Rd #shift Sh |0 Rm

" cond 0|0|0| op-code |S Rn Rd Rs 0| Sh |1 Rm

Store/Load cond 0|1/0|/P|UB|W|L Rn Rd 12-bit immediate
" cond 0|11(P|U|B|W|L Rn Rd #shift Sh |0 Rm
Branch cond 110 [1(L 24-bit signed offset
SWI cond 11111 24-bit (interpreted) immediate
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if ((instruction & 0xFO00000) == 0xA000000) {
/*is B instruction*/
address = PC + (SignExtend_30(signed_immed_24) << 2)
/*get absolutely address*/
}

B &5 NS TR 4
LDR PC, [PC, #-4]
0x..... //Absolutely address
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e When aninline hook is implemented it will overwrite the first

two instructions in order to redirect code flow;

ARM instruction:
LDR PC, [PC, #-4]
addr

e Fixinstruction which is PC-related;
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