Hacking WebKit &
Its JavaScript Engines



Jarred Nicholls%

Work @ Sencha
WebKit Committer

Doing webkitty things...



Our MiSSion if we choose to accept it

Define: What is WebKit?

Some Simple Ways to Leverage WebKit

Little investment, Large ROI
Web Inspector Hacking
“Headless” WebKit




What is WebKit?






Browser at a High Level

{ User Interface }

Browser Engine
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WebKit is

EVERYWHERE!
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Even in your living room!




Portability

The WebKit project seeks to address a variety of needs. We want to
make it reasonable to port WebKit to a variety of desktop,

mobile, embedded and other platforms. \We will provide the
infrastructure to do this with tight platform integration, reusing native

platform services where appropriate and providing friendly
embedding APIs.

http://www.webkit.org/projects/goals.html



http://www.webkit.org/projects/goals.html
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WebKit Components
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WebKit Components

Render Engine
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Port Abstraction

s ™
Networking :

Client Interface

VAN

API Calls
Events

Port
(Chrome, Safari, etc.)




Port Abstraction

Networking

/O Thread Geolocation

Client Interface

Clipboard Events Theme
E

API Calls
Events

Port
(Chrome, Safari, etc.)

Graphics




<input type="number” />

Paint me
some spin

WebKit




<input type="number” />

WebKit




<input type="number” />




<input type="number” />

Theme Interface

bool paintInnerSpinButton(RenderObject*, const
PaintInfo&, const IntRect&);




<input type="number” />

Theme Interface

bool paintInnerSpinButton(RenderObject*, const
PaintInfo&, const IntRect&);

Theme

Client Interface ,
RenderTheme->paint()
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JavaScript Bindings



JavaScript Bindings

ArrayBuffer.idl
Web IDL

X €h er
b, ndjp,
SS.p/

ArrayBuffer
Wrapper

JavaScript Engine (JSC/V8)

ArrayBuffer




ArrayBufttfer.h

ArrayBuffer : public RefCounted<ArrayBuffer> {

byteLength() &

PassRefPtr<ArrayBuffer> slice( begin, end)
PassRefPtr<ArrayBuffer> slice( begin) 3




Web[Kit]IDL

interface |

JSGenerateIsReachable=Impl,

CustomConstructor,

ConstructorParameters=1,

JSNoStaticTables
] ArrayBuffer {

readonly attribute int bytelength;

ArrayBuffer slice(in long begin, in [Optional] long end);
}s

> perl generate-bindings.pl --generator ]S ArrayBuffer.idl
> perl generate-bindings.pl --generator V8 ArrayBuffer.idl




JavaScriptCore

JSValue jsArrayBufferBytelLength(ExecState* exec, JSValue slotBase, PropertyName)

{
JSArrayBuffer* castedThis = jsCast<JSArrayBuffer*>(asObject(slotBase));

UNUSED_ PARAM(exec);
ArrayBuffer* impl = <ArrayBuffer*>(castedThis->impl());

JSValue result = jsNumber(impl->bytelLength());
result;




V8

static v8::Handle<v8::Value> bytelLengthAttrGetter(v8::Local<v8::String> name,
const v8::AccessorInfo& info)
{

INC_STATS("DOM.ArrayBuffer.byteLength._get");
ArrayBuffer* imp = V8ArrayBuffer::toNative(info.Holder());
return v8::Integer: :New(imp->bytelLength());




Hacking WebKit
For Fun & Profit



Building WebKit Nightly



Prerequisites




Prerequisites

Mac

Xcode 3.1.4+ & command-line tools
>which g++ => /usr/bin/g++

Windows

Don’t even bother (see “Building Chromium” :)
...but if you're really brave: http://www.webkit.org/building/tools.html



http://www.webkit.org/building/tools.html
http://www.webkit.org/building/tools.html

Get the Source



Get the Source

SVN

svn checkout http://svn.webkit.org/repository/webkit/trunk WebKit

Git (RECOMMENDED!!)

git clone git://git.webkit.org/WebKit.git
or
git clone git://github.com/WebKit/webkit.git WebKit




Build WebKit



Build WebKit

> cd WebKit
> Tools/Scripts/build-webkit

Go have lunch...

> Tools/Scripts/run-safari




Build WebKit

> cd WebKit
> Tools/Scripts/build-webkit

runs local safart, but w/ new
f webKit framework

> Tools/Scripts/run-safari

Go have lunch...




Building Chromium



Prerequisites




Prerequisites

D e p Ot TO O I S. http://www.chromium.org/developers/how-tos/install-depot-tools

Mac

Xcode 4.3+ & command-line tools
>which clang => /usr/bin/clang

Windows

Visual Studio (Express)
Windows SDK

DirectX SDK

Windows Driver Development Kit

Details: http://www.chromium.org/developers/how-tos/build-instructions-windowsH#TOC-Prerequisite-software



http://www.chromium.org/developers/how-tos/install-depot-tools
http://www.chromium.org/developers/how-tos/install-depot-tools
http://www.chromium.org/developers/how-tos/build-instructions-windows#TOC-Prerequisite-software
http://www.chromium.org/developers/how-tos/build-instructions-windows#TOC-Prerequisite-software

Get the Source



Get the Source

> mkdir chromium && cd chromium
> gclient config http://src.chromium.org/chrome/trunk/src
> gclient sync

Details: http://dev.chromium.org/developers/how-tos/get-the-code



http://src.chromium.org/chrome/trunk/src
http://src.chromium.org/chrome/trunk/src
http://dev.chromium.org/developers/how-tos/get-the-code
http://dev.chromium.org/developers/how-tos/get-the-code

Build Chromium




Build Chromium

> cd chromium/src
> GYP_GENERATORS=ninja gclient runhooks --force
> ninja -C out/Release chrome

Go on vacation...

> open out/Release/Chromium.app




Build Chromium

> cd chromium/src
> GYP_GENERATORS=ninja gclient runhooks --force
> ninja -C out/Release chrome

\ Lo
Lo on vacation...

super fast “make” equivalent
comes with depot tools

> open out/Release/Chromium.app




Let’s Hack



Web Inspector

(X ’ @ Elements ‘ @ Resources @ Network [‘{_)3 Scripts @ Timeline @; Profiles @Audits Console (Q Search Elements

v<html lang="en" class="wf-klavikaweb-n3-active wf-active ext-strict">
» <head>..</head>
¥ <body class="mainsite home guest chrome mac hi_again ext-webkit ext-chrome ext-mac"
» <header id="header">..</header>
p<div id="content-wrapper'>.</div>
p <div id="home-hero">..</div>
p<section=.</section>
» <section>.</section>
<!— /[#content —>
<!—— /[#content-wrapper —>
p» <footer id="footer">..</footer>
<script type="text/javascript" src="/forum/clientscript/vbulletin md5.js?v=403"></sc
<!—[if 1t IE 7]>
<script type="text/javascript" src="/js/ieb.js"></script>
<![endif]-—>
<script src="/min/?q=main-js&1339634913" type="text/javascript" charset="utf-8"></sc
»<script type="text/javascript">.</script>
<script type="text/javascript" src="//www.googleadservices.com/pagead/conversion.js"

<img height="1" width="1" border="0" src="http://www.qgoogleadservices.com/pagead/con
random=1340018339699&cv=7&fst=1340018339699&num=1&fmt=3&value=0&1label=UGAECN]vhQIQKkL

[www.sencha.com/&frm=0">
» <noscript>.</noscript>

>= Q html.wf-klavikaweb-n3-active.wf-active [T A GETLITEN T TR TS e T80T TR E T TRE T E T

» Computed Style () Show inherited
v Styles + i B
element.style {

}

Matched CSS Rules

media="screen, http://www.sencha.com/

projection, print"

body { /min/?7q=main-css&1339694601:10
background: » | |#EDEDED url(http://cd..
color: M#434343;
font: »14px/1.4em "Helvetica Neue" , A.
-webkit-font-smoothing: antialiased;

}

media="screen, http: //www.sencha.com/
projection, print"
body { /min/?g=main-css&1339694601:3

Hre—freteht—3

}

media="screen, http://www.sencha.com/
projection, print"
html, /min/?q=main-css&1339694601:3

- - S - -l l - -~ S L - —-—— L L e




Add in Hacks

stpector.j =

re = /command=(["&]+)/,
match = re.exec(location.href),

command; command handler

/

(!match) {

J

{
command = eval('(' + decodeURIComponent(match[1]) )i

(e) {

(command.type) {

J




Add in Hacks

Lnspector.|s persist data

/

var saveData = function(filePath, data) {
filePath = '/Users/jarred/qconny/' + filePath;

var
xhr.

i

xhr.

}s

xhr.
xhr.
xhr.

xhr.

xhr = new XMLHttpRequest();
onload = function() {
alert('Data saved successfully to ' + filePath);

onerror = function() {
alert('Data failed to save to ' + filePath);

open('GET', '/savedata');
setRequestHeader('DevTools-Data', JSON.stringify(data));
setRequestHeader('DevTools-FilePath', filePath);
send(null);



Add in Hacks

devtools http_hawdler tmpl.ce

DevToolsHttpHandlerImpl: :OnHttpRequest(
connection _id,
net: :HttpServerRequestInfo& info) {

(info.path.find("/savedata”) == 0) {
BrowserThread: :PostTask(
BrowserThread: :FILE,
FROM_HERE,
base: :Bind(&DevToolsHttpHandlerImpl: :OnSaveDataRequestFILE,

this,
connection_id,
info));

\ pevsist data




Add in Hacks

devtools http_hawdler tmpl.ce

void DevToolsHttpHandlerImpl: :OnSaveDataRequestFILE(int connection _id, const

net: :HttpServerRequestInfo& info) {

bool success = false;
FILE* fp = fopen(info.GetHeaderValue("DevTools-FilePath").c str(), "wb");

if (fp) {
std::string data = info.GetHeaderValue("DevTools-Data");

fwrite(data.data(), 1, data.size(), fp);

fclose(fp);
success = true;

}

Send200(connection_id, success ? "true"

\ persist data

: "false", "application/json; charset=UTF-8");

}




Web Inspector
Network

5 L ) = i
L‘@ Elements Q Resources '@ Network | 2 Sources @Timeline C Profiles gAudits r ﬂConsole

Size Time >
Timeline
B p— " | Content | Latency | | 200ms | 400ms 500ms |
http:/ /www.google.com/ 200 23.78KB  156ms

... Oth @
e OK REXKNIR v 86.90KB  97ms )

N Stat S
p:::e Method T ex:‘s Type Initiator

3 200 6ms
blank.html GET e text/h... Other (from ... U

http://www.google.com/blank.html
logo3w.png ' 304 http://www.goc 146B 263ms

CET image...
Jimages/srpr Not Modi ' T29 Parser 6.84KB  82ms

rs=AlItRSTONuwgOxozFr0 CET 304 http://www.goc 1358 75ms

text/ja...
Ixjs/_lis/s/s,st,anim,bbd,c Not Modi /] Script 436.02KI 75ms

4d04476dd75d6497.js G 304 http://www.goc 1418 80ms

text/ja...
jextern_chrome Not Modi /] Script 54.96KB 79ms

tia.png 304 ‘ rs=AltRSTONuw 1468 68ms
IMage---  ceript 3878 68ms

/textinputassistant Not Modi

>= =0 0 _ Documents Stylesheets Images Scripts XHR Fonts WebSockets Other




Export Network HAR Data

A [ L : S i
Lf@ Elements \Q Resources ’@ Network | E Scripts @ Timeline C Profiles gAudits 5 ﬂConsole Q

Name E o -Si71e 7T|me :
Timelin
Path Copy All as HAR £ ,,lmtmor Content | Latency wslim , 3.15s 4.72s 6.30s 7.87s

— | Jeric/tools/de 2.54KB 9.08s

ixt/h... Oth
reric/tools/den  >ave All as HAR e 2.41KB 9.06s

somerights.gif Clear Browser Cache = jeric/tools /den 364B  366ms
creativecommo  Clear Browser Cookies 9€-  parser 960B 366ms

| L

2 requests | 2.90KB transferred | 9.45s (onload: 9.45s, DOMContentLoaded: 9.08s)

Documents Stylesheets Images Scripts XHR Fonts WebSockets

More info: http://www.softwareishard.com/blog/har-12-spec/



http://www.softwareishard.com/blog/har-12-spec/
http://www.softwareishard.com/blog/har-12-spec/

Add in Hacks

Lnspector.|s exportHAR cmdl

/

PageAgent.reload(true )5

exportHAR (cmd) {

setTimeout( () {
networkData
WebInspector.panels.network. networkLogView. getExportData();
saveData((cmd.filename WebInspector.inspectedPageDomain)
‘.har', networkData);
}, cmd.timeout);

s

'exportHAR"':
exportHAR(command) ;

J




Add in Hacks

NetworkPawnel J c

export data fn

_getExportData: () { ‘//////y

{ log: ( WebInspector.HARLog(this. requests)).build() };
}




Trigger Hack

« C [@ localhost:9123 /devtools/devtools.htmi?ws=localhost:9123 /devtools /page/3_l&command={type:'exportHAR' timeout:3000}
[ lQta.s: Al Classes ] Improving the Peric

Q Search Network

Size
Path Content 85 128ms 170ms 213ms 255ms 298ms

=<_;>| D text/html Other (from ca...

http:/ /www.gooqle

Parser

2 4 logo3w.png

/images/srpr (from ca...

image/p...

E—




Trigger Hack

http://localhost:9123/devtools/devtools.html?ws=localhost:9123/devtools/page/
3_1&command={type:'exportHAR',timeout:3000}

€« > C ‘@ localhost:9123 /devtools/devtools.htmi?ws=localhost:9123 /devtools /page/3_l&command={type:'exportHAR' timeout:3000}

Q Search Network

Size
Path | Content 128ms  170ms  213ms 255ms | zuml

S_;)I S text/html (from ca...

i .s| l0g03w.png http://wvwew.9ooqle

/images/srpr image/p... (from ca...

ey




HAR Qutput

{"log":{"version":"1.2","creator"
"name" : "WebInspector", ver51on":"536.5"},"pages":[],"entries"
[{"startedDateTlme":"2@12—@6—19T18:@2:16.8522","time":8,"request":

{"method" : "GET", "url”:"http://www.google.com/

blank html","httpVersion":"HTTP/1.1","headers":[ ], "queryString":

[ ], "cookies":[],"headersSize":47,"bodySize":0}, "response™:

{'status 2@@,'statusText"°"O K" "httpVer51on"°"HTTP/1 1", "headers”

[ ], "cookies":[],"content":{"size":0, " "mimeType": "text/

html"},"red1rectURL"°"" "header551ze" 17,"bodySize":0},"cache":

{}, " "timings":{"blocked":

9,"dns":-1,"connect":-1,"send":-1,"wait":-1, "receive":0,"ss1":-1}},



http://www.google.com/blank.html
http://www.google.com/blank.html
http://www.google.com/blank.html
http://www.google.com/blank.html

HAR QOutput

Home Preview HAR About 2015 Schema

Show Page Timeline | Show Statistics | Clear

= https:/ /www.google.com/

#/ GET ROIGODIhAQABAID/# -13 B
* GET www.google.com 200 OK ~481 B
# GET nav_logo107.png 200 OK 28 KB
+ GET photo.jpg 304 Not | 1 KB
* GET j_e6abacab.png 304 Not| 14.8KB
* GET smm_7209b8809d58 200 OK 72.6 KB
* GET rs=ANRSTOcP2Us5D: 304 Not| 474.2 KB

GET blank.html 200 OK 0
* GET logo3w.png 304 Not! 6.8KB
* GET cb0e8e16451f2e65.j+ 304 Not| S55.7KB
# GET get?hl=en&gl=us&au 304 Not | 6998
+ GET tia.png 304 Not | 387 B
* GET csi?v=3&s=webhp&a 204 No C 0

GET gci_78¢17c¢085d174C 200 OK 2 KB

GET glm_2572388ad06f1l' 200 OK S KB

GET cb=gapi.loaded0 2000 108.6 KB
# GET frame?sourceid«=1&h 200 OK -299 B

GET rs=ARRRSTPVYD6EU-nH 200 OKX  109.9 KB

GCET d=1 200 0K 108.5KB

19 Requests 987.5 KB (553.6 KB From Cache)

http://www.softwareishard.com/har/viewer/



http://www.softwareishard.com/har/viewer/
http://www.softwareishard.com/har/viewer/

Demo



Export Timeline Data

(X I_—Sg Elements @ Resources @ Network f‘_’; Sources ‘@ Timeline ‘ f\cx Profiles @Audits Console "Q Search Timeline

I 2.89s | 3.85s 7.69s 8.66s 9.62s 10.58s ll.S4s|

3
TR
il Frames | 111 W n

—
[~ Memory T | |

8.66s 9.62s 10.58s 11.54s

I.ayout - Details | 962ms 1.92s 2.80s I 3.85s 4815

Duration 0.272ms (at 1.15s) IF

Used Heap Size 6.60MB of 21.57MB
@ Layout
@ Paint (534 x 29)
@ Function Call (rs=AItRSTONuwaq0...
@ Send Request (http://www.google...
@ Layout > i
@ Paint (955 x317) u

8 > Q ¥V @ © ¥ [= ®Loading ¥ Scripting § Rendering [ Painting

78 of 195 captured records are visible #




Add in Hacks

LV\'S'PCGJCDYJS EK'PDY'tTLVM..CLLVbE el

exportTimeline (cmd) { ‘///////'

setTimeout( (&)
WebInspector.panels.timeline. toggleTimelineButtonClicked();
PageAgent.reload(true );

setTimeout( () {

WebInspector.panels.timeline. toggleTimelineButtonClicked();

data = WebInspector.panels.timeline. model.getExportData();

saveData(cmd.filename (WebInspector.inspectedPageDomain ' -
timeline.json'), data);
}, cmd.timeout);

1, 1000);
15

‘exportTimeline’:
exportTimeline(command);

J




Add in Hacks

TLmeLLweModeLJs

export data fn
getExportData: () {

records Fl

( i =0; i < this._records.length; i++) {
records.push(this. records[i]);

¥

records;




Trigger Hack

€« > C {@ localhost:g123ldevtools/devt()ols.htmI?ws-localhost:g123/devtools/pa9e/3_1&<ommand-ltype:'export‘l”lmeline'.timeout:3000}

[ Qua.g: All Classes | exportHAR

Q Search Timeline

Wlal Frames
|~ Memory

RECORDS
@ Send Request (http:/ /www.google...
@ Timer Fired (/xjs/ /is/s/s.stanim...
@ Send Request (/blank.htmi)

@ Send Request (/images/srpr/logo...

7.76s

4.78s S.97s




Trigger Hack

http://localhost:9123/devtools/devtools.html?ws=localhost:9123/devtools/page/
3_1&command={type:'exportTimeline',timeout:3000}

¢« > C \C) localhost:9 123ldevtools/devtools.html?ws=-localhost:9 123/devtoolsrlmpage/ 3_1&comman3-ltype:'e:(ponTi;\eline'.timedﬁt:3000}

[iQua.s: Al Classes (. exportHAR

Frames
|~ Memory

RECORDS
@ Send Request (http:/ /www.google...
@ Timer Fired (/xis/ /is/s/sstanim...
@ Send Request (/blank.htmi)

@ Send Request (/images/srpr/logo...




Demo






Demo



How’d you do that!?



Headless WebKit



“Headless”



Normal Browser




Headless




What's in it for me?




What's in it for me?

Automated “smoke” tests
Continuous integration
Pixel-perfect regression tests

\Web scraping




Phantom|S

Headless WebKit
Based on QtWebKit port

Full Web Stack
JS, DOM, CSS3, Canvas, SVG, etc.

Command Line Interface
JavaScript APls

License: BSD / Open Source

http://www.phantomjs.org



http://www.phantomjs.org
http://www.phantomjs.org

Demo






Hacking WebKit

Automation
Page scraping
Behavior/input emulation
Web Inspector hijacking

Quality Assurance / Continuous Integration
Smoke tests
Visual/pixel regression tests
Unit tests
Performance or Load regression tests




(

Sencha

Jarred Nicholls

@jarrednicholls

Thanks!



