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// my_math.c

add ( a, b) {
a + b:
s
sub ( a, b) {
a — b;
s
// maln.cC
main() {

ret = add(1, 2);

0;




%1% my_math.c

// clang —c my_math.c -o
// my_math.o

int add(int a, int b) {
return a + b:
¥

int sub(int a, int b) {
return a - b:
¥

my_math.o
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21F main.c

// clang —c main.c -0
// main.o

int main() {
int ret = add(1, 2);
return 0;

callqg 0x00000000

main.o
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clang main.o my_math.o -o main



—>

Code for _add
Code for _main

callq 0x000000000

N
—- Code for _sub

my_math.o

. inker(ld) relocate _add! -

Code for _main

callq 0x00000000 « '
-4-

main.o maln executable




—

Code for _add

_
—
- >

my_math.o

callq 0x000000000

inker(ld)

Code for _main
callg 0x00000000 - .

—b

main.o maln executable



—

Code for _add

_

my_math.o

callq 0x000000000 <«

inker(ld)

Code for _main
callg 0x00000000 « .
-4-

main.o maln executable

—b




my_math.o

—>

Code for _main

callqg 0x00000000 -

main.o

inker(ld)

—

callg 0x000002fc

maln executable
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ld: duplicate symbols for
architecture x86_64
clang: error: linker command
failed with exit code 1 (use -v
to see invocation)

A

\4

Undefined symbols for
architecture x86_64:
" foo", referenced from: Xxxx
ld: symbol(s) not found for
architecture x86_64

malin executable
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BASE ~ oWy zip &

Libtool —-static my_math.o my_util.o —o my_math.a



Mach-O universal binary (fat binary)

A_X86_64.0 Llibtoo L
B_x86_64.0 g
A_a rmo4.o libtool
B arm64.o g
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\ P " "
mIF B = printf Y main callq 0x00000000 «—

// clang —c main.c -0
// main.o

int main() {
printf("hello world");
return 0;

main.o
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—>

Code for _main Code for _main

callq 0x00000000 « callq 0x000000000

- stub for _printf

relocate _printf!
tomar
malin.o #

LibSystem.dylib

Hey B2 oS ER !

malin executable



Code for _main

callqg 0x0000006af

relocate _printf! stub for _printf «—

_main symbol __

callq 0x00000000

' 2272 < .
_printf symbol??: Imker(ld)

—

libSystem.dylib

Hey 2o SER !

malin executable
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dyid
(dynamic loader)



dyld #2 & I0%AY binding

LibSystem._printf -

* Non-Lazy Pointer Binding
ZRrEs), MENEE
* Lazy Pointer Binding
SR BEEIINEE

malin executable
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0x100000b95
0x100000b98
9x100000b%b
0x100000bad
0x100000ba7
Ox100000baa
0x100000bac
9x100000bbl
0x100000bb3
0x100000bb5
0x100000bb9
9x100000bbc
9x100000bcl
9x100000bc3

<+213>:
<+216>:
<+219>:
<+224>:
<+231>:
<+234>:
<+236>:
<+241>:
<+243>:
<+245>:
<+249>:
<+252>:
<+257>:
<+259>:

%rdx, %rdi

%al, —-0x49(%rbp)
0x100000c82
Ox4f9(%rip), %rdx
%rdx, %rdi

$0x0, %al
Ox100000cb4

»%ecx, xecx

%ecx, %esi
-0x28(%rbp), %rdx
%rdx, %rdi
Ox100000c94

»%ecx, xecx

%ecx, %esi

; symbol stub for: objc_release
s+ @"Hello, World!"

; symbol stub for: NSLog

7 symbol stub for: objc_storeStrong

IR ILEY symbol stub



dyld 7£ main ERENEIH 7 1T4

* J0%% dylibs (LC_LOAD_DYLIB)
e Fix-ups: Rebase 1Z1ERBH base it iz

* Fix-ups: Binding #8E Non-Lazy Pointer 1ttt
* Load Objective-C Runtime 0z FIE 3

e Call Initializers: +load __attribute__((constructor))
* main()
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o linker BOIAEFREREIE, REEEAZIN o
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1538 Apple A{el EZFTAH APl ER?

e &4& Load Commands #py LC_LOAD_DYLIB &&
oS BEEFAR dylib, otool -L

« B Symbol Table, BB BR/S, nm-u
e £ TEXT, objc_methname E&& % objc selector

UM R
« £ __TEXT,__cstring AEHXFRBRIFERE
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FE=NNE; Embed Framework

¥ Linked Frameworks and Libraries

re m ove ™ DynamicPlugin.framework Required

+_

Remove items

A~EIEE Embed Framework




=N Embed Framework

NSString xbundlePath = [[NSBundle mainBundle]

pathForResource:@"DynamicPlugin" ofType:@" framework"];
NSBundle *xbundle = [NSBundle bundleWithPath:bundlePath];
[bundle load];

Class cls = NSClassFromString(@"Sark");

oy & {£H dlopen / dlsym
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Ime swizzle

- Mach-O, [0 Load Commands 18
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] class-dump 3% 2R A
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] attribute__((constructor)) 3X5F2/F load
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nhook + libffi B LAFRF hot patch, B X KEX
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