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PDP-11 Machine Code Sample
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E9 2000 jmp label0

x86_64



 Assembler 

•  
•  Linker 

 





•   
• Library  
•



Assembler



Assembler 
Assembler

LinkerMach-O
Compiler

Preprocesser

Assembler

Lexer

Parser



Compiler + Linker 



// my_math.c 

int add(int a, int b) { 
    return a + b; 
} 

int sub(int a, int b) { 
    return a - b; 
}

// main.c 

int main() { 
    int ret = add(1, 2); 
    return 0; 
}



 my_math.c

// clang -c my_math.c -o  
// my_math.o 

int add(int a, int b) { 
    return a + b; 
} 

int sub(int a, int b) { 
    return a - b; 
}

Code for _add

Code for _sub

_add symbol
_sub symbol

my_math.o



Symbol Table

Code for _add

Code for _sub

_add symbol
_sub symbol

my_math.o

•  
•



 main.c

// clang -c main.c -o  
// main.o 

int main() { 
    int ret = add(1, 2); 
    return 0; 
}

Code for _main

_main symbol
_add symbol???

main.o

callq 0x00000000

relocate _add!





main.o

my_math.o

clang main.o my_math.o -o main



main executable

Code for _add

Code for _sub

_add symbol
_sub symbol

my_math.o

Code for _main

_main symbol
_add symbol???

callq 0x00000000

relocate _add!

main.o

Code for _add

_add symbol

Code for _sub

_sub symbol

Code for _main

_main symbol

callq 0x000000000

linker(ld) relocate _add!



Code for _main

_main symbol

main executable

callq 0x000000000

Code for _add

Code for _sub

_add symbol
_sub symbol

my_math.o

Code for _main

_main symbol
_add symbol???

callq 0x00000000

relocate _add!

main.o

Code for _add

Code for _sub

_add symbol
_sub symbol

linker(ld) relocate _add!



Code for _main

_main symbol

main executable

callq 0x000000000

Code for _add

Code for _sub

_add symbol
_sub symbol

my_math.o

Code for _main

_main symbol
_add symbol???

callq 0x00000000

relocate _add!

main.o

Code for _add

Code for _sub

_add symbol
_sub symbol

linker(ld) relocate _add!



Code for _main

_main symbol

main executable

callq 0x000002fc

Code for _add

Code for _sub

_add symbol
_sub symbol

my_math.o

Code for _main

_main symbol
_add symbol???

callq 0x00000000

relocate _add!

main.o

Code for _add

Code for _sub

_add symbol
_sub symbol

linker(ld)





_main symbol

main executable

_add symbol
_sub symbol

_add symbol

ld: duplicate symbols for 
architecture x86_64 

clang: error: linker command 
failed with exit code 1 (use -v 

to see invocation)

_foo symbol???

Undefined symbols for 
architecture x86_64: 

  "_foo", referenced from: xxx 
ld: symbol(s) not found for 

architecture x86_64



Static Library?



libtool -static my_math.o my_util.o -o my_math.a

 ≈ .o  zip 



AB_x86_64.a
A_x86_64.o
B_x86_64.o

libtool

AB_arm64.a
A_arm64.o
B_arm64.o

libtool

AB.alipo

Mach-O universal binary (fat binary)



Linker  





•  stdio
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Shared Library / 





 printf  main

// clang -c main.c -o  
// main.o 

int main() { 
    printf("hello world"); 
    return 0; 
}

Code for _main

_main symbol

main.o

callq 0x00000000

_printf symbol???

relocate _printf!





main executable

Code for _main

_main symbol
_printf symbol???

callq 0x00000000

relocate _printf!

main.o

linker(ld)

libSystem.dylib

Hey 

Code for _main

_main symbol

callq 0x000000000

_printf symbol

stub for _printf

__DATA 
_printf pointer 

jmp 0x0000007e0



main executable

Code for _main

_main symbol
_printf symbol???

callq 0x00000000

relocate _printf!

main.o

linker(ld)

libSystem.dylib

Hey 

Code for _main

_main symbol

callq 0x0000006af

_printf symbol

stub for _printf
jmp 0x0000007e0

__DATA 
_printf pointer 





dyld
(dynamic loader)



main executable

Code for _main

_main symbol

callq 0x0000006af

_printf symbol

stub for _printf
jump 0x0000007e0

__DATA 
_printf pointer 

dyld  binding

libSystem._printf

• Non-Lazy Pointer Binding 
 

• Lazy Pointer Binding 



 iOS SDK  
 Lazy Binding



 symbol stub



dyld  main 

•  dylibs (LC_LOAD_DYLIB) 
• Fix-ups: Rebase  base  
• Fix-ups: Binding  Non-Lazy Pointer  
• Load Objective-C Runtime  
• Call Initializers: +load __attribute__((constructor)) 
• main()

WWDC 2016 Optimizing App Startup Time



code time

assemble time

link time

load time

run time



Foo.m

Bar.m

main.m

Clang

Foo.o

Bar.o

main.o

Foundation.framework

ld main 
executable

dyldmain()

 Objective-C - -

launch



Linker  Loader 



 Category 

• linker  .o 
• Objective-C  
•  Other Linker Flags  -ObjC 



 Apple  API 

•  Load Commands  LC_LOAD_DYLIB 
 dylib  otool -L 

•  Symbol Table nm -u 
•  __TEXT,__objc_methname  objc selector 

 
•  __TEXT,__cstring 



 Embed Framework

 Embed Framework

remove



 Embed Framework

    NSString *bundlePath = [[NSBundle mainBundle] 
pathForResource:@"DynamicPlugin" ofType:@"framework"]; 
    NSBundle *bundle = [NSBundle bundleWithPath:bundlePath]; 
    [bundle load]; 

    Class cls = NSClassFromString(@"Sark");

 dlopen / dlsym



App Hook

•  Mach-O  Load Commands 
 LC_LOAD_DYLIB  dylib (yololib) 

•  __attribute__((constructor))  load 
 

•  class-dump  
• runtime swizzle



 dylib

•  Mach-O
 .o  

•  Mach Header Load 
Commands Symbol Table Rebase Info 

 dylib 
•  dylib 



fishhook -  C 

•  Lazy / Non-Lazy Pointer  
•  Symbol Table / String Table 

 Hook  
•  Pointer  __DATA 

 Hook 
•  C  release  strip 

 
• fishhook + libffi  hot patch





• linkers and loaders
• http://www.codeproject.com/Articles/187181/Dynamic-

Linking-of-Imported-Functions-in-Mach-O
• http://blog.imjun.net/2016/10/08/ -iOS-

/
• iOS by 
• WWDC 2016 Optimizing App Startup Time
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