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@Override
ect onDraw(Canvas canvas) {
er.onDraw(canvas)
Point = Point()

I INI'T TNNi

MyView. java

Location
package com.example.jigang.myapplicationfile MyView. java

Problem synopsis
Avoid object allocations during draw/layout operations (preallocate and
reuse instead) (at line 28)
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| Cursor cursor = ContextHelper.getMainContext().getContentResolver().query(
14
i f (cursor !'= null && cursor.moveToFirst()) {
LSYC | 90 {
g C | } while (cursor.moveToNext());
SPP I }
FCBL I } catch (Exceptlon e) {

I LogUtils. logE(e);
} finally {

| IoStreamUtlls closeQuietly(cursor);
}

if (cursor !'= null) {
try {
cursor.close();
} catch (Throwable e) {
if (DEBUG) {
Log.e(TAG, e.getMessage(), e);
}
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Crash #45 B34 1T
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Hi,

HKA T findBugs il & :

Time\Type

NP

0s

Mg

2016/03/14 2] 1

DETAIL: http://xxx.xxx.xxx/view/CodeStaticCheck/job/AutoFindbugs/205/1label=
PS: WAMKS W LIS ARIK S &R HFZ xx, B xxx

BHRE EEBRH
NP ARFAETEY
0s I0W Al BE R B IEH XM
. Lsyc ARERBERNT, FLENERARELXLE, Wstringduffer®
M?ﬁﬁ“ﬁlﬁﬁ}l AUC CURSOR ABEEAH IEH XM
ﬁﬁlrﬁ'%ﬂim ? SPP fE4E A "instanceof" Z W AEMA "==null"H %, ¥HE, instanceof AFHLSHAT
FCBL EXTER, LERAE-AHEEEERA, HHERMEOTERERR T EETNRBEE
QIHOO_RL AR RE B XN ER
- 1. Nullcheck of.. RAREHABMERATN, #HT ZER
2. Redundant nullcheck of. RAHTRELN

findbugs&; il classes,
E Rt ERH

ERHERBE

v
&bt

RER G

Zx

J16/2/13 2016/2/14 2016/2/15 2016/2/16 2016/2/17 2016/2/18 2016/2/19 2016/2/20 2016/2/21
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W@Stri CtM Od e E(J Ap k increment view build build build

increment specific findbugs strict debug release |

UL B B 34 ilak

FRER FRIRE

StrictModeNetworkViolation AEFRERANRBEVERRLR T RS

StrictModeDiskReadViolation AEFRERANRBEVERETHE

StrictModeDiskWriteViolation FEFEEANRBEVSRETRE

StrictModeCustomViolation P EEENREBRENEREREAK

A resource was acquired at attached stack trace but never released BRABI , TERNIEECursor, XEHEHSRRABE.

Are you missing a call i 7 B2 serviceconnectionfEcontex kMR IR H RN

instances Acticity ST QI | FACtivity CRIRGRREENIES BINBRRBORRELHREHE or BH T StrictMode EMR BABALH
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SRR E 2T

build build build build

g axNEE aKNEE| TS
&% | (debug) |(release) FindBugs

findbugs strict debug release | | status | detail (detail |detail detail

2016-03-14 20:02:46 1558442 10154328 -779 |
2016-03-14 19:28:54 1558256 10155107 -4835 |
2016-03-14 15:49:33 1557914 10159942 +60267 1

4089 5231 10019
4089 5231 10019 -44 |
4089 -265 | 5231 -296 | 10063 -1567 |

25163 3275 2631788
25163 +6 1 3275 2631788 -1020 |
25157 -1382 | 3275 -235 | 2632808 -141504 | bang>. InfoQ
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24— 2875 SRR S

X EE— IR P25 R BEREATI0 3%, R AL AT PG B EE TR br .

FERT R -

org.apache.http.HttpHost
org.apache.http.HttpResponses
org.apache.http.HttpRequest
org.apache.http.client. ResponseHandler
org.apache.http.client. methods.HttpUriRequest
org.apache.http.protocol.HttpContext
java.net.URLConnection
org.apache.http.client.HttpClient

aspect TraceNetTrafficMonitor {

pointcut baseCondition():
'within(com.qihoo360.mobilesafe.aop.*) && !within(c.q.apm.*) && !'within(com.qiho0360.mobilesafe.mms.transaction.MmsHttpClient) &&
'target(com.qihoo360.mobilesafe.mms.transaction.MmsHttpClient);

pointcut httpClientExecuteOne(HttpClient httpClient, HttpUriRequest request) :
call(HttpResponse HttpClient.execute(HttpUriRequest)) && target(httpClient) && args(request) && baseCondition();

HttpResponse around(HttpClient httpClient, HttpUriRequest request) throws IOException, ClientProtocolException : httpClientExecuteOne(
httpClient, request) {

return QHC.execute(httpClient, request);
}



AspectJEE&%

2 —M RS R

UpLoad :18294K DownlLog

> IMEI : XXXXXXXXXX

UpLoad :33770K DownLog

> [MEI : XXXXXXXXXX
UpLoad :169465K DownLg
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FAE
Context::startX XXX
Context::bindXXXX
Application::attach
Application::onCreate
Activity::onCreate

Custominstrumentation::callApplicationOnCreate

service: exported?
activity: exported? UI?
provider: exported?
receiver: exported?
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KA BB GMTC £xBasrA=
2445 —Activity N ER B 1]

T
ActivityThread
Instrumentation

CustomlInstrumentation

public void callActivityOnCreate(Activity activity, Bundle icicle) {

/...
ISR FA ] 75 2 i activity (5 5

long bTim = System.currentTimeMillis();

rTRunnable.setBeginTime(bTim, activity.getComponentName().getClassName());
super.callActivityOnCreate(activity, icicle);
IlactivityZ=§il 58 G , AT IR R, R Id Sk [A]
activity.getWindow().getDecorView().post(rTRunnable);

/...

className timeType
com.qihoo360.mobilesafe.ui.index.AppEnterActivity 1

com.qgihoo360.mobilesafe.paysafe.nicaifu.NicaifuMain

1
com.gihoo360.mobilesafe.block.ui.BlockRecordScreen 1
1

com.qihoo360.mobilesafe.block.ui.BlockRecordScreen
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Handle::post
Handle:.dispatchMessage

Customlnstrumentation::waitForldle
Custominstrumentation:: waitForldleSync

public void CustomInstrumentation:: waitForldle() {
/...

mMessageQueue.addldleHandler(new ldler(recipient));

mThread.getHandler().post(new EmptyRunnable(t));
...

}
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Handle::post(Runnable r)
Handle::postAtTime(Runnable r, long uptimeMillis)
Handle::postAtTime(Runnable r, Object token, long
uptimeMillis)

Handle::postDelayed(Runnable r, long delayMillis)
Handle::postAtFrontOfQueue(Runnable r)

PR A
1. IO B SC3207 B4
2. RunnableXf £#4T )5, & [A)1E;
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LeakCanary

KEActivity 2 BtIRH R, @EiTonDestroy F AR HE,
FAEMKE, NadumpNFEERE, FREURE R

FEFEHE O ® = O = % % = 16:08
REBEMXHEE (MTP) ® ApullDownloadActivity has le...
fbig ] RREth USB i%EIR .
com.qihoo360.mobilesafe

EifkFmEE
SR EECHRREE

a

references
LocalBroadcastManager

ApullDownloadActivity has leaked

3 . references HashMap
Click for more details

references array
HashMapSHashMapEntryl[l

references HashMap$SHashMapEntry
references ly
references Ix

references dq

gé E E\_ﬁ \;}el_ }i 7Ii {g \l% 5,_2 E% éé gﬁ leaks ApullDownloadActivity instance
- AR —
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HARR

HPROFX(#f |%f%#ft  |GC Roots#jfit |Class¥jfit |ClassLoader${{fit |2 FiDalvik#E 77 (byte) | LA xf &AL | A XF R A7 (byte) | 7T B 4 7T L A 77 (byte)
inithprof  |70608 14623 4941 10 18039568 861 1253680 5676 208424
jiaozhun hprof [74902(+4294)[15814(+1191) |5243(+302)[11(+1) 18286448(+246880) 988(+127)  |1338840(+85160)  |887(-4789) 49040(-159384)

* XS R L FEE i Hprof SUH R = A X B 3, AR T FEdump hprof SCHF I R R Mjava B X R B4, [FZEGC Roots#fit, Class #{#fIClassLoader#{ fit
* B fiDalvikifi ) #iR # % Bk B2 7Edump hproflif &5 il fDalvik #E#ER/, T MDalvikiE7F = TR G AT + Android RGN R 5 AR + 7T BN A
* TR BRI A% R AR d TR I 72 A2 0 S BRI S 4R s AR Dalvikof i 77 K/

* ] [l SR R BT RIS B AR # #Edump hprofity, R Dalvikol P 77 H AT DA [ 0 &R S BRI AR

* FZRBR 7 Hprof Ui TR AP B R U2 B FE R AR 77 o P 1 0L

u jiaozhun hprof
Dalvik e
# 4t |7 (byte) |(byte)

adb shell

D e b u g d u com.qihoo.antivirus.shield.domain ShieldDisguiseLocationInfo mm

D D M S d com.gihoo360.mobilesafe block.provider.SafeGuardProvider
com.qihoo360.mobilesafe.paysafe.payrecord. TriggerFactory
com.gihoo.antivirus.autostart. AutoStartedPackageltem
com.qihoo360.mobilesafe.paysafe.payrecord EvidenceTriggerHelper
h r Of C On com.qihoo360.mobilesafe.utils2.OptConfig
p = android.support.v4.0s.ParcelableCompat
com.qihoo360.mobilesafe.paysafe.modules NetProtectDataManager
com.gihoo.antivirus.shield.domain.ShieldDisguisePhoneMode
feomgihoos60londer2 PoginProcessMain — p Jo Psu Do Jo  Jeooese |
com.qihoo360.mobilesafe.report.ReportConfig
com.qihoo360.loader2 PluginManager
com.qihoo360.mobilesafe.loaded. AppJarSFilterInstance
com.qihoo360.mobilesafe.ipcpref.IpcPrefManagerImpl

REmAEREAR
comghoosOmonieselondedcienm o o s Jo JoJuw |
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5badc000-5bae6000
5bae6000-5bae7000
5bae7000-5bae8000
5bae8000-5bae9000
5bae9000-5bbe8000
5bbe8000-5bb£8000
5bb£f8000-5bb£9000
5bb£f9000-5bc£8000
5bcf8000-5bd18000
5bd18000-5bd25000
5bd25000-5bd32000

r-Xp
Iw-p
Iw-p
i
Iw=p
Iw=p
-==pP
Iw-p
Iw-p
r--s
r--s

Irw=-s

00000000
00000000
0000a000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
007£a000
007£a000

Ashmem
Other dev
mmap
mmap
mmap
mmap
mmap
mmap
Unknown

TOTAL

. S0
.jar
.apk
+LttE
.dex

Other

REmBRA

b3:
b3:
b3:
00:
00:
00:
00:
00:
00:
00:
b3:
D3

1

EELEKERR

1652
1129
2903
4443

/data/data/com.qihoo360.mobilesafe/shared_prefs/ipc_pref/pref_ internal.shmflag
/data/data/com.qihoo360.mobilesafe/files/libmsb.so.4x.80 (deleted)
/data/data/com.gihoo360.mobilesafe/files/libmsb.so.4x.s0 (deleted)

[stack:23231]
[stack:23232]

/data/app/com.gihoo360.mobilesafe-1.apk
/data/app/com.gihoo360.mobilesafe-1.apk

0 0

L 0

2736 940

0 0

0 0

0 0

0 24

336 244

584 2896
9452 11436 11876 8441 3214
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1058.init.smaps 1058.jiaozhun.smaps
Tt dex 47k

PSS (kB) RSS (kB) PSS (kB) RSS (kB)
/data/dalvik-cache/data@app@com.qihoo360.mobilesafe-1.apk @classes.dex 1680 3612 2400(+720) 2400(-1212)
/data/data/com.qihoo360.mobilesafe/app_plugins_v3_odex/shield-10-10-0.dex 396 396 408(+12) 408(+12)
/data/data/com.qihoo360.mobilesafe/app_plugins_v3_odex/root-10-10-0.dex 112 112 112 112
/data/dalvik-
cache/data@data@com.qihoo360.mobilesafe@files@plugins_v3_data@shield@app_gabage@cache002 jar@classes.dex | — ) —_
/data/data/com.qihoo360.mobilesafe/files/com.qihoo360.mobilesafe_GuardService1113831752_apm.dex 32 32 32 32
/data/dalvik- 1 136 1 136
cache/data@data@com.qihoo360.mobilesafe@files@plugins_v3_data@shield@app_gabage@cache001.jar@classes.dex
/data/data/com.qihoo360.mobilesafe/app_plugins_v3_odex/ntsvc-10-10-0.dex 320 320

1058.init.smaps 1058.jiaozhun.smaps
B so £FR

PSS (kB) RSS (kB) PSS (kB) RSS (kB)
/data/app-lib/com.qihoo360.mobilesafe-1/libmobilesafe360-jni-600.5.s0 132 372 232(+100) 232(-140)
/data/app-lib/com.qihoo360.mobilesafe-1/libipc_pref.600.7.s0 104 356 188(+84) 188(-168)
/data/app-lib/com.qihoo360.mobilesafe-1/libbreakpad-jni-1.3.s0 40 112 64(+24) 64(-48)
/data/data/com.qihoo360.mobilesafe/files/plugins_v3_data/shield/files/libavb.so.4x.so 8 96 8 96
/data/data/com.qihoo360.mobilesafe/files/plugins_v3_data/shield/files/com.qihoo360.mobilesafe/libb.so0.4x.s0 4 12 4 12

1058.init.smaps 1058 jiaozhun.smaps
TBA: jar 47K

PSS (kB) RSS (kB) PSS (kB) RSS (kB)
/data/data/com.qihoo360.mobilesafe/app_plugins_v3/shield-10-10-0.jar 20 44 20 44
/data/data/com.qihoo360.mobilesafe/app_plugins_v3/root-10-10-0.jar 4 16 4 16
/data/data/com.qihoo360.mobilesafe/files/com.qihoo360.mobilesafe_GuardService1113831752_apm.jar 4 4 4 4
/data/data/com.qihoo360.mobilesafe/files/plugins_v3_data/shield/app_gabage/cache002.jar 0 0 8
/data/data/com.qihoo360.mobilesafe/files/plugins_v3_data/shield/app_gabage/cache001.jar 0 0 8
/data/data/com.qihoo360.mobilesafe/app_plugins_v3/ntsve-10-10-0.jar 8 20
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Figure 7: Array Organization for MT29F32G08TAA (x8)

1 page = (2K + 64 bytes)

4,096 blocks }1 block = (2K + 64) bytes x 128 pages
per plane = (256K + 8K) bytes

| SR

MBREEER, & ¥RitiX Page AIRERE, EHFASLEHPATERERE;

\/ BANEEERN, R EHEERKTREARL, B HTEE Block 5 EE#% Page AHEAIHAT
PN

v EABER, MREHHMERKZRAAL, N TRESEBRITE, BMEEHBIELR Block BN

REERF, NEHEZ Block ERHTEREIE, BEMFINEERAAE REAEX
Block;

3. Die 1,Plane 0: BA19 =1;BA7 =0

4. Die 1,Plane 1: BA19 =1;BA7 =1

5. Forthe 32Gb MT29F32G08TAA, the 16Gb array organization shown applies to each chip
enable (CE# and CE2#).

LI o —— L~ A — — — o ~

REIDRHX




FHLZ BRI P g P Re

E 302 78
TR R

A BRI BB ST
Method Tracing

CPU/NFIETE

REMBRAR ERIBLR +n7» Geekbang>. InfoQ

RE 3P RHX




GMTGE A s

FHLZ BN 7 & PERE && F|H push B 3)3REX

QNG ® FE O F 4 100%@m 09:50

| < FHlighr
< FHlizr

Method Tracing

alc2d9fc
BECPU/ RELE

[e ewTa

R R

Clzs 22

;

%

@«:?
| & f

IN:E OPPO

NFER BRI KAF

A msm8928
B CN

Root{gl%‘ E ij] @ fa }g;: ROMARZ : Android 4.3 (APL:18)

ROMEFR : msm8928_11_150603

ROMEFE : Wed Jun 3 16:34:59 CST 2015

=8
EEKH{;"’" ROMEEE :

EfTER

EBBEAN

|iﬁ‘]\ 3

Fig R R{ER

it i s 1

g
g
-

BEAE:

[SHE&root :
:% % g’g, & RtServer2&iE(T :

@
@
@
@
@




SRBHMZAXS
S iE s GMTC SEEHEARS

BN T BAR

Class A

Plugin
A

Annotation Annota*ion

Class A Class B

Plugin patch

=»7 Geekbang>. InfoQ

RE 3P RHX




GMTC &sBamgrx

GLOBAL MOBILE TECH CONFERENCE

‘ L+ -] 9. g 10:22 | [+ -] ¥._ B1023 | & -] 9 | @3 10:30

S60FINIT g A S60FINIT 2 S6E0ZFINDT

//,» =
m B 3601 3605 T ZIER
REKRE FORE ER§ 0 0’ Q‘

JLERE 360ERERES LRI

BIEIE R ] %lt\—‘@ﬁ’ﬂ}ﬂb B
@ O | ferstem
e FRSE
BHEF
5O Ak 1A 4T s iy
W =2 ¢ 4 | ¥ = ¢« 4| ® %2 &« 4
RERBREA EBRIBLR =»7 Geekbang>. InfoQ

REFIDRHX




GIMTER" =7

RENARARA FRIBELR +n7» Geekbang>. InfoQ

REIDRHX




GMTC SXEI=AAS

THANKS

BREMNBRARA FRIBRLR =n7 Geelbang>. InfoQ

REIPRHZ




